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THE DOOR HANDLES 
ARE INVISIBLE. 

AND THAT'S ABOUT IT. 

WHEN YOU BUILD A COUPE SO PURE 
OF FORM THAT THE MANUFACTURING 
PROCESS HAD TO BE REINVENTED, 
EVEN THE DOOR HANDLES 
SHOULDN’T GET IN THE WAY. 
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Cur future depends on innovation 
to operate cleaner, safer, and smarte 
Each year, we spend billions on 
technologies to develop oil and 
gas more intelligently, bring new 
forms of energy to market, and 
invest in energy start-ups with 
bright ideas for the future. 

So we don r t just think like 
a technology company. 

We are one. 

Learn more at chevron.com/weagree 
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Ask for Maleah. 

She likes to sign for all packages 


Go around the back on Friday mornings. 
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NO ONE DELIVERS 


ASIA 


LIKE WE DO. 


When it comes to delivering on time every time, local knowledge is everything. Having pioneered international express 
shipping in Asia, our local expertise is unparalleled. That's why our new guaranteed express services from the U.S. can help 
expand your global business faster and more reliably than ever. All at competitive rates, on time or your money back.* 

If you're shipping to Asia, no one delivers like we do. Just one more reason we're your specialists in international. 



Open an account and ship DHL EXPRESS 9:00 or DHL EXPRESS 12:00 before 03/01/11 and receive 
a $50 DHL Visa® Prepaid Card absolutely FREE.** And if your shipment isn't on time, that's free too. 
Visit www.simplydhl.com/usa for complete details 


EXCELLENCE. SIMPLY DELIVERED. 



fXP/YfSS 


'Certain restrictions apply. These services are not available to and from all areas. To find out the DHL Express services available in your destination area, please contact Customer Service at 1 -800-CALL DHL For complete details, 
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WELCOME TO THE UNDERWORLD 


In these days of radical transparency, 
Facebook frankness, and WikiLeaks, it’s 
easy to imagine that all is as it appears, 
that everything happens out in the 
open—or at least is quickly exposed. 
Don’t be fooled. The world still has 
its secrets and hidden places that har¬ 
bor deep, dark truths. When we get a 
glimpse of darkness, through a hack 
attack or a declassified document or a 
sensational cvbercrime, we’re suddenly 
confronted with that reality . r For this 
special issue of w i r e d , we dive into the 
underworld, shining a light into its shad¬ 
owy corners. We peer into the depths, 
taking a look at darknets and criminal 
minds, cheats and con men and creeps 
who seek to exploit the better impulses- 
like openness, optimism, and faith in 
progress—that we typically champion 
in our pages. Next issue, we’ll be back 
to believing in the future. This month, 
we get a little dirty. Enjoy. —The Editors 

Turn the page to see what's Inside... 
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Smarter business for a Smarter Planet: 


What a predictive model means 
to a hospital in Africa. 


It means that this hospital in Ethiopia will be able to help HIV patients receive the best treatment regimen possible. 
The EuResist Network is helping doctors predict patient response to multiple HIV treatments with over 78% accuracy. 
In a recent study, the EuResist prediction engine outperformed 9 out of 10 human experts in choosing the best drug 
combinations for a range of HIV genetic variants. The tool is built on an IBM analytics solution that integrates over 
41,000 HIV treatment histories from a variety of disparate databases onto a flexible IBM DB2® platform. A smarter 
organization is built on smarter software, systems and services. 


Let’s build a smarter planet, ibm.com/hospital 
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Last year at British Airways, we put hundreds of small 
business owners in front of the people they needed to 
see - for free. This year we're doing it again. 




temperatures four times the surface of the sun. So 
when their manufacturing plant in India had a problem, 
it wasn't the type of thing they could fix over email. 
Thanks to British Airways' Face-to-Face program, they 
put that fire out before it started. 


To find out more visit ba.com/facetoface. 


WHAT 

WOULD HAVE 
TAKEN FOUR WEEKS 
OF EMAILING 
TOOK FOUR HOURS 
FACE-TO-FACE. 
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the QWEST SOLUTION: There are thousands of ways you can lose critical data. 
Hackers. Natural disaster. Angry squirrels trapped in a server room. So, protect 
yourself, and your data, with Qwest. From Data Circuit Reroute to Real-Time 
Application Recovery, Qwest business continuity solutions protect your critical 
data and your business. Solve more problems at qwestsolutions.com. 


Qwest 

BUSINESS 

L J 


Copyright ©2011 Qwest. All Rights Reserved. 
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Nerds Fight Back 


No one in the world was better suited to report on the sequel to the 1982 sci-fi clas¬ 
sic Tron than wired senior editor Adam Rogers (“Return to Cyberspace,” issue 
18.12). Trust us. But the nerds, they sure love to fight when someone doesn't think 
exactly the same way they do. “I've gotta say, I can't disagree more about whether 
people remember Tron,” wrote DAGNABULOUS on Wired.com. “I loved it and have 
many friends who remember it well. Can't see where all the hate is from.'' The blog 
LAFilmCutter went further, taking issue with just about everything in Rogers' story, 
from the characterization of the original film as a failure to the origins of the Alan 
character's name to Rogers' very use of the word nerds. (Again, trust us: in-group 
privilege.) Here's what you really need to know about LAFilmCutter's passionate 
1,500-word rebuttal to the story: It was so vehement that it contained 31 exclama¬ 
tion points. Even so, we're certain that had LAFilmCutter and Rogers sat down for 
a glass of single-malt Scotch, they'd have ended the evening BFFs. 


THE COVER STORY 



On the 
cover in ... 

Opening 
weekend 
box office 

Star Wars Episode III 

May 2005 

$118 

King Kong 

Oct 2005 

$56.2 

A Scanner Darkly 

Mar 2006 

$0.5 

Superman Returns 

Jun 2006 

$55 

Transformers 

Jul 2007 

$72.9 

Get Smart 

May 2008 

$39.3 

Toy Story 3 

Jun 2010 

$110.3 

Tron: Legacy 

Dec 2010 

$43.6 


Does a movie’s appearance on the cover of wired 
guarantee strong ticket sales? Sadly, no. The films 
we’ve given the star treatment to have included 
some losers —A Scanner Darkly ? Get Smart? Oy. Of 
course, Toy Story 3 (June 2010) raked in $110 million 
on its opening weekend. Too bad Tron: Legacy took 
in only $44 million: Either 5 million people saw it 
once or (more likely?) 1 million nerds saw it five times. 
Above, some films we’ve featured and how they did. 


editorial correspondence mail(a)wired.com 
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Ford Explorer 


John Christiansen I have a question: 

How is the performance of the 2011 3.5 V6 
compared to the 2010 4.6 V8? 


facebook 


Profile 


John, here’s the deal: Now you can be powerful and 
efficient at the same time. With 290 horsepower, 
the new Ti-VCT V6 in the all-new Explorer delivers 
best-in-class power.' You also get best-in-class 
V6 highway fuel economy." How nice is that? 

Join the conversation at ford.com/20Vexplorer. 


*Class is Three-Row Large Utilities, Non-Hybrid. **EPA-estimated 25 highway mpg, FWD. 



















INTRODUCING A SHOOTING 
EXPERIENCE LIKE NO OTHER. 


The amazing 16.2 megapixel Nikon D7000, with 1080p HD Movie. Nikon has once 

again redefined the passionate shooter's D-SLR: the D7000. With stunning image quality, thanks to a new 16.2 
megapixel CMOS DX format sensor; an astonishing low-noise ISO range of 100-6400, and ISO performance 
up to 25,600 that will enable shooting in extremely low light; continuous shooting of up to 6 frames per second; 
breathtaking 1080p HD Movie, with full-time autofocus and full manual control; and an extraordinary 39-point 
autofocus system. Add legendary NIKKOR optics and you've got a D-SLR that will push your abilities further 
than any enthusiast's camera Nikon has ever created. Period. For more, go to www.nikonusa.com/D7000 

Nikon and D7000™ are registered trademarks of Nikon Corporation. ©2010 Nikon Inc. 
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Kryptos Decoded, Slightly 

In 1990, artist James Sanborn unveiled a sculpture that had 
elaborate codes embedded in its four sections (“Mission: 

Impossible," issue 17.05). Called Kryptos, it sits on the 
grounds of the Central Intelligence Agency's headquarters 
in Langley, Virginia. Sanborn figured the CIA's code-crazy 
spies would solve his artistic puzzle in months, if not sooner. 

Twenty years on, no one has cracked it, and Sanborn, now 65, is getting impatient. In Novem¬ 
ber 2010, he made an unprecedented concession, providing a clue for a string of six characters 
(NYPVTT) in the 97-character block that has resisted cryptanalysis (when decoded, it reads 
BERLIN). Sanborn told The New York Times that the continuing mystery is part of the work's 
appeal, but if no one breaks it soon, he might release another hint—when he turns 75. —Steven Levy 



At the heart of the Image 


SERIOUS SHOOTERS 
HAVE NEVER 
BEEN KNOWN TO 
TRAVEL LIGHT. 

UNTIL NOW. 



On the Other Hand 

Are the scientists who are 
trying to engineer mirror 
images of biological mol¬ 
ecules just wasting their 
time? R. Owen Barnes thinks 
so. In response to “Building 
a Parallel Universe” (issue 
18.12), the Nevada City, Cali¬ 
fornia, doctor wrote, “If chi¬ 
ral life is possible, then it 
should already be here. The 
factthat it is not means that 
either it's not possible or 
it is not competitive with 
left-handed biology.” Other 
readers were less sanguine. 
Wrote @PlasticArmyMan 
on Twitter: “Science scares 
the living shit out of me 
sometimes.” 

A Dose of Design 

Steven Leckart’s “Blood 
Simple” (issue18.12) 
reimagined blood-test 
reports, pairing raw data 
with helpful context and 
bold new designs. “Brilliant,” 
@mikesolita tweeted. “So 
much design is wasted on 
decorating instead of expla¬ 
nation.” After seeing execu¬ 
tive editorThomas Goetz 
presentthe idea attheTed- 


Med conference in October, 
thefolks at the Medgadget 
blog wrote, “Everything 
was laid out beautifully, and 
one glance atthe reports 
wired created was enough 
to understand them with a 
refreshing sense of simplic¬ 
ity.” But from Fort Worth, 
Texas, lab technologist 
Becky Hedgecoke wrote 
thatthere are good reasons 
forthe reports’ current 
design: “If we leave the lay¬ 
out the way it is now and 
have physicians actually 
take the time to sit down 
and explain howthe results 
impact your health, health 
care takes a step to the 
future.” 



An A+ for C++ 

Mathletes cheered Jason 
Fagone’stale of teen coders 
competing atthe Interna¬ 
tional Olympiad in Informat¬ 
ics (“May the Best Nerd 
Win,” issue 18.12). “Never 
imagined coding as a spec¬ 
tator sport,” @Geoster 
tweeted. “This story had 
my heart racing! Kudos!” 
Software engineer Bob 
DuCharme of Charlottes¬ 
ville, Virginia, offered: “For 
all of wired’s shtickabout 


being so hightech, it was 
refreshing to see an article 
there about actual coding. 
And you solved the NP- 
complete problem of tech 
writing: offering a short, 
understandable explana¬ 
tion of NP-completeness.” 

Penny Pinching 

“I love wired, and I love your 
best-gifts list,” Randy Oxley 
of Kansas City, Missouri, 
said about “100 Things We 
Want” (issue 18.12). “I can’t 
wait to pick up my $6,000 
speakers, $900 knife set, 
and $400 pen. What world do 
you live in?” Well, if that pen 
is too costly, we did include 
a $2 pencil, and if you can’t 
afford the knives, consider 
the $7 multipurpose utensil 
we mentioned. True, the 
average price on this year’s 
list was $874.81. But! That's 
39 percent less than the 
2009 average of $1,441.69. 

UNDO 

In “100 Things We Want” 
(issue 18.12), the motorcycle 
on page 146 is the Ural T, 
notthe Ural Patrol T, and 
it lacks two-wheel drive; kuru 
toga is Japanese for “rotate 
sharp,” not “arrive sharp”; 
and the price of the Cervelo 
R5CA is for a frame set only, 
not a complete bicycle. 

In “WeYe All Coders Now” 
(Start, issue 18.12), Eben 
Moglen is a law professor, 
not a computer scientist. 
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THE INCREDIBLE NEW 
NIKON COOLPIX P7000. 

Nothing matters more to serious 
shooters than image quality. So when 
it comes to a smaller camera, only one 
measures up: the new Nikon COOLPIX 
P7000, with a large 1/1.7" CCD sensor, 
RAW shooting capability, the option 
of full manual control, NIKKOR ED 
glass, HD Movie, Nikon Speedlight 
compatibility and much more. It's the 
first good reason, ever, to shoot with 
something other than your D-SLR. 

For more, go to www.nikonusa.com/P7000 


editorial correspondence mail@wired.eom 


Nikon and P7000™ are registered trademarks 
of Nikon Corporation. ©2010 Nikon Inc. 















SIEMENS 


The world of tomorrow needs 

answers that last. 


That's why we're building them today, with customers all over the world. 


It's why we're designing our technology to last longer 
and use fewer resources. It's why we're helping our 
customers reduce their C0 2 emissions. And it's why we're 
pioneering new answers with one of the world's largest 
environmental portfolios. 

As a result, we were just named the best in our business 
sector by the Dow Jones Sustainability Index. And recognized 
as the top company overall by the Carbon Disclosure Project, 


the world's largest independent database of corporate climate 
change information. 

Yet we'd never claim to have all the answers. That's why we're 
working with 190 countries. Thousands of cities. Tens of 
thousands of companies. In energy, industry and healthcare. 

We're working with the world today to create answers that 
last for the world of tomorrow. 


siemens.com/answers 


©Siemens AG, 2011. All Rights Reserved. 








Most of us spend our lives 
resisting our most violent 
and that is the source 
of our greatest entertainment. 


BY DRUID MRMET 



ome tree hugger, 
and it might have been Emer¬ 
son, said that if every man just 
acted in his own best interests, 
this would be a paradise on 
Earth. *1 This is the sentiment 
of one who has never been 
punched in the nose. For the 
world, fine as it is—and I enjoy 
it greatly—is and has always 
been full of thieves. And each 
acts according to what he 
deems to be his own best inter¬ 
ests. The question is, what is 
the line between sharp prac¬ 
tice and crime? *1 This ques¬ 
tion occupied not only Adam 
Smith but Bertolt Brecht and 
every criminal (and most 
every noncriminal) mind in 
history. Thorstein Veblen 
wrote that it is the essential 
task of the business executive 
to ever-advance sharp practice 
into the territory previously 
understood as crime. Or, to ► 




















► put it differently, all the profit in the sugar¬ 
cane is in the last quarter-inch. 

Not only can everyone be conned, we all 
believe in nonsense. We are sold water which 
comes in plastic bottles from Fiji and told it 
is better than tap. Overpriced coffee, we are 
told, makes some farmers somewhere happy; 
onetime emergency tax increases are abso¬ 
lutely guaranteed to restore or preserve 
those services lacking in spite 
of all previous onetime emer¬ 
gency tax increases guaran¬ 
teed to restore or preserve 
them. We are, in short, a crazy 
bunch of monkeys. 

There is a subclass among 
us monkeys: the predators. 

Those have crossed the line 
from the acceptable, from 
sharp practice, firmly into that 
territory of acts proscribed by law and are 
known as “criminals.” 

We love stories of such people. They may 
awaken hope either for the Triumph of 
Good, in their eventual capture (the gang¬ 
ster movie), or for the Triumph of the Id, 
in their eventual escape (the film noir). We 
delight in following the shenanigans of 
those folks accused in the press, enjoying 
withholding our own verdict as new, revolt¬ 
ing, and salacious facts emerge day by day- 
facts of whose very perusal one should be 
ashamed, were they not “news.” 

What could be more entertaining? Noth¬ 
ing. For, in reading of those characters, fic¬ 
tional, or, if I may, fictionalized by the press, 
we are free to exercise all three components 


which that con man Freud told us make up 
the mind. 1 The id: “I want it.” The ego: “But, 
wait a minute. Shouldn't we go about it with¬ 
out getting caught ?” And the superego: “Yes, 
and in fact, let's reward ourselves for this 
restraint, and call it Being a Good Citizen.” 

James Bond introduced us to a pleasing 
new melange: the hero as, essentially, a 
sociopath. His one trick is his license to kill. 

That enjoyment we usually 
derive from consideration of 
the villain (“He does things I 
would not: How terrible! Let 
me read on!”) resides here in 
our identification with the 
hero as he breaks all societal 
and sexual taboos, not in the 
pursuit of self-interest or self- 
expression but, licensed, in the 
name of good. And he can 
come back next time and do it again. 

The sociopathic killer has been for 50 years 
a staple of our lesser entertainments. Why 
lesser? As they are not dispositive. In these 
entertainments nothing triumphs finally, 
neither good nor ill. Thus, they cannot end; 
they are all middle (like all serial television). 2 
They are not, classically, drama, and they 
proclaim such at their outset. A classical 
drama, comedy, or tragedy is reducible to 
the particular objective of the hero, which, 
coming into being at the entertainment's 
inception, controls his actions until its 
accomplishment or absolute resignation 
signals the entertainment's end. 

But in these: James Bond, Die Hard, Death 
Wish, Dirty Harry, etc., the hero generally 


JAMES BOND 
INTRODUCED US 
TOTHEHERO 
AS SOCIOPATH. 

HIS ONE TRICK IS HIS 
LICENSE TO KILL 


has no personal ambition. He is assigned a 
task by that organization to which he belongs 
(the Secret Service, the Army, the cops) and 
sent out to kill. (The exception is, of course, 
the pro forma “You sonofabitch, you killed/ 
kidnapped/insulted my partner/wife/daugh¬ 
ter. I will now pursue you through the same 
old movie.” All right.) 

OK. Used to be, in any case, the good guys 
won. The good guys wore the white hats, 
and the bad guys died, and we were reas¬ 
sured that, however brutal and unpredict¬ 
able we knew this world to be, order would 
eventually prevail. 

In the actual world, however, we are going 
to encounter real and varied conflicts. Crim¬ 
inals, politicians, hucksters, hedge-fund man¬ 
agers, and merchants all claim to operate in 
our best interests. It is often difficult to assess 
the worth of these supposed philanthropies. 

We assuage the burden of that choice with 
fiction and fantasy, and we love not only 
those fantasies where the choice is clear, but 
those where it is unclear. Even our confu¬ 
sion may be enjoyed, and our desire for the 
antisocial indulged with impunity. 

What a piece of work is man. And there's 
one born every minute. HQ 
///////////////////////////^^^ 
david mamet isa screenwriter, playwright, 
and director. 

1. Was Freud a con man? Vide: “You pay 
me a lot of money, and I will listen to you 
hitch about your mother for an hour a day, 
and we’ll call it therapeutic " You tell me ... 

2. With thanks to Rebecca Pidgeon. 
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Be heard 



Finally, better sound quality 

for both ends of your calls. 


Introducing the first Bluetooth headset from Bose that does what others cannot. The Bose Bluetooth 
headset lets you hear and be heard, even as noise levels change. It is engineered with proprietary 
technologies, so voices sound the way they should and you can hear what 
is being said better than ever before. In addition, an exclusive noise-rejecting 
microphone combined with digital signal processing allows you to be heard 
even when calling from a noisy environment. By combining advanced design and 
materials, this headset stays securely and comfortably in place. No other Bluetooth headset offers all 
this. Experience it for yourself, and discover how much better you can hear, and be heard. 





To learn more, 

call 1-800-486-7145, ext. 3067 or visit Bose.com/mobile 



Better sound through research® 


©2010 Bose Corporation. Patent rights issued and/or pending. The Bluetooth word mark is a registered trademark owned by Bluetooth SIG, Inc., and any such use by Bose Corporation is under license. 





Keylogging, phishing, denial-of-service 
attacks—there’s an app for that. 



Bugat 

PRICE $500-1,000 

specialty Spoofing wire transfers. It's espe¬ 
cially good for the kind of small-scale stuff 
that’s worth thousands of dollars but stays 
under the FBI’s radar. 

BIG CAPER In September, Linkedln members 
were slammed with billions of “update your 
account” messages created with Bugat. If they 
responded, their computers were infected with 
data-swiping malware within four seconds. 


SpyEye 

PRICE $1,500 

specialty Scraping credit card info from hard 
drives. Its makers also have a reputation for 
strong customer service. Seriously. 
big caper Undoubtedly coming soon. Spy- 
Eye’s author claims to have extended the 
friendly technical support of this low-cost 
“ZeuS killer,” as he bills it, to cover even his 
crimeware rival. 


Low Orbit Ion Cannon 

price Free 

specialty Taking websites offline with dis¬ 
tributed denial-of-service attacks. OK, that’s 
typically not a crime with a payoff, and so far 
it’s been used mainly as a form of political 
expression. But it could make DDoS extortion 
a lot easier, too. 

BIG CAPER Attacks by the griefer group Anon¬ 
ymous on Visa, PayPal, and others after the 
companies adopted anti-WikiLeaks policies. 


Beingacybercrookusedtotakeaheapofguileandmadtechnicalskills.Nowifspoint- 
and-click. A burgeoning market allows bad guys and mayhem-makers to buy turn¬ 
key software that starts working in minutes, letting them do everything from steal 
credit card numbers to kill corporate websites. And ne wcrimeware apps are released 
all the time. The result: millions of computers compromised, hundreds of millions 
of dollars stolen. Here's a look at the Photoshops of crime, —noah shachtman 


ZeuS Builder 

PRICE $5,000-7,000 

SPECIALTY Anything from keylogging and 
browser redirecting to stealing the digital 
certificates needed for online transactions. 
big caper It’s hard to pick just one. ZeuS 
has been fingered in dozens of six- and 
seven-figure heists since it emerged in 
2007—including a phishing scam run by a 
German gang that intercepted $6 million 
in banking transactions in just two weeks. 


Most Dangerous Object in 
the Office This Month: Mushroom 
Box Mini Growing System 


Man, the gradual decriminalization of marijuana is 
really taking all the fun out of indoor agriculture. So 
we’re shelving our hydroponic systems in favor of an 
earthier new future: mushrooms. The housing, grow 
light, and clay pellets in this DIY kit are designed for 
foodie fungi—enokis, shiitakes, and so on—but we’re 
planning on being even more fun guys, you know? Let’s 
just say that designing this magazine is going to be a 
lot easier when we can taste the colors. Now we have 
just enough time to search-and-replace all the Star 
Wars references with Pink Floyd lyrics ... —Aaron Rowe 


iPad Extra: 

To see the 
system 
in action, 
download 
wired from 
the iTunes 
Store. 























CORNING 

Gorilla'Glass 



y et sophisticated 





Corning® Gorilla® Glass is changing the face of television. 
Remarkably thin and lightweight, Corning Gorilla Glass enables 
streamlined designs that dissolve the boundary between you 
and the action. Its amazing optical clarity brings TV images to life. 
And it features exceptional durability to handle those moments 
when viewing unintentionally becomes a contact sport. 


Learn more at CorningGorillaGlass.com 










DATASTREAM DRUGS CONFISCATED AT A RECENT PHISH CONCERT IN ATLANTIC CITY, NEW JERSEY 

NITROUS OXIDE (70 TRNKS) // MRRIOURNR (551.2 GRAMS) // POT BROUNIES, RICE KRISPIES TRERTS, AND COOKIES (BE) // PSILOCYBIN (134.9 GRRMS) // KETAMINE (22 DOSES) // 
POWDERED ECSTRSY (34.3 GRRMS) // ECSTASY PILLS (GO) // COCAINE (30.7 GRRMS) // HEROIN (2.2 GRRMS) // LSD (395 HITS) // LSD COOKIES (21) // OXYCODONE (2B PILLS) 


Safe House 

where it is 779 N. Front Street, 
Milwaukee, Wisconsin 
why you want in Every spy 
needs a refuge ... preferably 
one that serves batter-dipped 
cheese curds. The plaque next 
to the door reads international 

EXPORTS, LTD. ESTAB. 1868 , but 

behind it is a spy-themed eat¬ 
ery with a secret escape route 
and a chair that rises up from 
a trapdoor in the floor. 
how to get in Go to the website, 
click on the Top Secret Clear¬ 
ance Agreement to promise 
you won’t disclose the location, 
then contact Control (transla¬ 
tion: Make a reservation). 


Milk&Honey 

where it is 134 Eldridge Street, 
New York, behind what appears 
to be a sewing shop 
why you want in This is one very 
highbrow cocktail joint that 
keeps a very low profile. “Many 
New Yorkers assume that Milk 
& Honey is an urban myth,” the 
bar’s website says, and that’s 
how they like it. Order drinks 
with hand-cut, twice-frozen ice, 
and be sure to follow the code 
of conduct: no name-dropping, 
and gentlemen should not 
introduce themselves to ladies. 
howtogetin Befriend a regular 
or find the email address (not 
posted online) for reservations. 


Pssst! These 


Bad Robot Productions 

where it is Somewhere in Santa 
Monica, California 
why you want in If you dream 
of personally delivering some 
fan mail to the production shop 
responsible for Fringe, Alias, 
and the Star Trek reboot, you 
have your work cut out for 
you. It’s harder to find than 
the island on Lost. But if you’re 
in SoCal, keep an eye peeled 
for an outfit called the National 
Typewriter Company. Hint: 

They do not manufacture type¬ 
writers there. 

howto getin Be J.J. Abrams. Or 
work for J.J. Abrams. Or follow 
the hidden clues. 


Parallel City 

where it is 140 Piazza Cavour, 
Naples, Italy 

why you want in The bustling 
city of Naples sits on top of an 
enormous, nearly 3,000-year- 
old network of caves. This 
particular entrance to the 
underground city leads to 17th- 
century aqueducts that were 
once the property of Ferdi¬ 
nand II, king of the Two Sicilies. 
howto getin Make your way 
sotterraneo by heading 
through the unmarked doors 
and down the rickety WWII-era 
spiral staircase built by Musso¬ 
lini’s civil defense program. 
—Allison Davis 


unassuming 
entrances conceal 
some of the coolest 
destinations on 
the planet. 


Club 33 

where it is 1313 S. Harbor Boulevard, 
Anaheim, California—aka Disneyland— 
in a nondescript housefront next to the 
Blue Bayou restaurant 
why you wantin The Magic Kingdom 
is dry. Anyone craving a stiff bourbon 
to help make It’s a Small World a little 
more bearable is SOL, unless they’re 
members of Club 33, the secret restau¬ 
rant—and bar!—behind this door. 
howto getin Good luck. There’s an 8- 
to 12-year waiting list to join the club. 
Also, they now take only corporate 
memberships. 


TOP: DAVID JOHNSON: BOTTOM, LEFT TO RIGHT: CHRISTOPHER ZABORSKY; DANIEL SALO; CRICKET ALEXANDER; FULVIO SALVI/NAPOLIUNDERGROUND 




































































































We focus on translating and delivering Ducati’s 
global publications. So they don’t have to. 

Xerox authors, translates and delivers Ducati’s handbooks and technical manuals. As a result, Ducati’s costs have 
been reduced by as much as 23%. And the lead time for user manuals has gone from fifteen days to just one. Which 
leaves Ducati free to focus on building amazing bikes. 


RealBusiness.com 


Ready For Real Business XGfOX 



©2010 XEROX CORPORATION. All rights reserved. XEROX* XEROX and Design,® and Ready For Real Business are trademarks of Xerox Corporation 

in the United States and/or other countries. All other logos, trademarks, registered trademarks or service marks used herein are the property of their respective holders. 
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DEAR MR. KNOW-IT-ALL 

My boyfriend has several large gang 
tattoos. He left that life long ago, but I 
fear they put us in danger. Should I tell 
him to have them removed? 


BY BRENDRN I. KOERNER 


AH, THE INDISCRETIONS OF YOUTH: 

tattoos, piercings, drive-bys... 
Undoing such lapses in judgment 
can be tricky. In the case of tattoos, 
it's expensive, time-consuming, 
and somewhat painful. (Mr. Know- 
It-All can barely take plucking 
his nose hairs, let alone tolerate 
someone burrowing into his flesh 
with a piping-hot tat-erasing 
laser beam.) If this man loves you, 
though, that hassle and physical 
pain will be nothing compared to 
the torment he would feel if his 
ink caused you harm. *1 So what 
are the odds that you two will 
be attacked because a gangster 
objects to your beau's body art? 
That's what you need to deter¬ 
mine before issuing any ultima¬ 
tums. *1 "So much revolves around 
the reasonableness of the hazard 
assessment," says John Banja, 
a medical ethicist at the Center for 
Ethics at Emory University. For 
example, do you frequent gang- ► 


BLIP // BOP // BUMP // CHILL // CROOK // DRILL // FOG // PLUG // POOP // POP // SQUIRT METAL // THROW LERD // ZOTZ 


DATASTREAM SLANG TERMS FOR MURDER IN HARD-BOILED PULP NOVELS 






For years, cynics 
complained 
that technology 
dehumanizes us — 
and they were 
right. But that’s 
about to change. 


IF ONLY A CHIP COULD WORK MORE LIKE THE HUMAN MIND 


What if the way we 

Through verbal and non-verbal communication. By recognizing faces and voices. An experience 
delivered in the context of who you are and what you do. 

What if, instead of technology dictating how we interact with it — pushing a mouse around or 
hunching over a keyboard —we design technology to better understand and interact with us? 

It would make the experience a little more human, now wouldn’t it? 

Think about how your brain works. 

You approach a group of people, looking for your friend. Instantly, your brain utilizes 
specialized areas of itself to gather input, register, and process it. Hair color. Facial structure. 
Voice. Mannerisms. Your brain processes all of it at once, in parallel. Now let’s say you 
approach a group of people, looking for a short blonde with a southern accent. This time, 
your brain processes information in a serial manner. First, you eliminate the brunettes. Then 
the tall blondes. Then you listen for voice inflection. In each situation, your brain determines 
the most efficient way to get the job done and does it. Inside of a massively complex being, 


the human brain operates with complex serial and parallel processing. 











ADVERTISEMENT 



Her voice initiates a 
video call to her cousin, 
which is instantly and 
simultaneously translated 
into Chinese—while it 
her hard drive 
for photos of the two of 
them together. 


She enters the room and 
her PC addresses her by 
name, adjusts the room 
temperature to her liking, 
and begins playing her 
favorite music. 


eak 


In the future, she could interact with 
her computer in an entirely new way. 


Moving her hand 
instantaneously zooms 
in or crops images; 
edits, stabilizes, and 
color corrects a family 
video; or reorders and 
organizes documents. 



□ 


FROM HIGH-DEFINITION 
TO EYE-DEFINITION... 

Today, the typical 19” LCD display attached to a 
desktop PC lights up with about 2 megapixels. 

A I080p HDTV? The same. The AMD Fusion 
APU is being designed to render many times 
greater than the resolution of today’s best HDTVs, 
suspending the sense of digital artifice. How far 
will they push digital reality? The eye’s the limit. 



" REACH OUT AND TOUCH SOMEONE. 

AMD Fusion APUs can enable the creation of increasingly specialized, 
purpose-built form factor PCs. Moving beyond keyboard and mouse to 
n more natural user interfaces like touch, gesture, and voice recognition. 


vision 


T IF YOU BUILD IT... 

Where is the future headed? Select systems based on VISION 
Technology from AMD are already utilizing the massive processing 
11 power of AM D Fusion APUs. 
















DVERTISEMENT 


Now, think about personal computing. 


Since they were first invented, personal 
computers have forced us into binary, 
serial input formats, such as typing on 
a keyboard. You press a key to send a 
single command. You click once to do 
one thing. This is because, until now, PCs 
were built around the CPU. Designed for 
serial processing, a CPU excels at doing 
very complex tasks very quickly. But it 
also functions on a first-in, first-out basis. 
Its called serial processing, and it means 
the CPU is best at doing one thing, then 
another — like a life based on to-do lists. 

The advent of more visual computing 
and more life-like digital graphics 
required greater processing power to do 
a vast number of smaller calculations. 
Enter the GPU. A GPU excels at parallel 
processing — handling the many, small, 
simultaneous operations that are required 
for graphics and video processing. 

OK, so you’ve got certain information 
being processed on one chip and other 
information being processed on another 
chip. A good step towards mimicking 
the human mind. Your PC works faster, 
but the downside is, it’s also bigger, runs 
hotter, and needs more power. Two major 
processors are being used. And, there’s 
this little bottleneck between the CPU 
and GPU when they exist as separate 
components, but need to share data. Not 
the best solution, after all. 

A chip that works more like the human 
mind would do both serial and parallel 
A processing in tandem —with low power 


requirements, less heat generation, and 
no mental bottlenecks. A chip that works 
more like the human mind? It’s here. 

IT’S THE AMD FUSION APU. 

-□ 

A single chip design that combines both 
CPU and GPU processing, the AMD 
Fusion APU enables both serial and 
parallel processing to happen at once — 
resulting in overall performance that is 
fast and efficient. But that’s not the big 
story. Because it’s all on one chip, you can 
get more processing power in a smaller 
space — and consume precious few watts 
of power. 

Suddenly, more types and sizes of devices 
can support both kinds of processing. 

And it doesn’t need to stop with CPU and 
GPU. Think about a chip with dedicated 
processing that specializes in computing. 
One that understands the movements 
of the human body, and the difference 
between the way you move and the way 
your child moves. One with dedicated 
processing for voice recognition — 
for making all your video and 
videoconferencing seem high def. The list 
goes on and on. As chips are able to handle 
more and more parallel streams, they not 
only get faster and faster at performing 
tasks, they can more closely mirror what 
our minds do, and therefore, what natural 
human action should be. Will AMD Fusion 
APUs enable artificial intelligence? Not at 
this point. But they will help us to create 
devices that can recognize, interpret, and 
react to natural human interaction. 



WHAT EFFECT CAN 
AMD FUSION APUs HAVE 
ON THE FUTURE? 

That’s up to the designers, engineers, 
and big-thinkers who will take AMD 
technology and create the future with it. 
People who realize that when chips process 
like our minds do — but fit in form factors 
and places that are smaller and cooler — 
there’s no limit to what they can create. 


AMD believes that the future is one of 
technology that enriches all of our lives, 
because it adapts to and augments the 
human experience. It can give us the ability 
to push render power from high-definition 
to eye-definition, where pixels are so 
densely rendered that the human eye is no 
longer able to distinguish between what 
is digital and what is reality. It can create 
computers that “see” the world around 
them, instantly recognizing not just who 
you are, but where you are, and what you’re 
doing — and then performing specific 
actions based on that massively parallel 
input. It can search through terabytes of 
information — so quickly as to seem almost 
instantaneous — to find the exact moment 
you ask for — like the video of your 
daughter blowing out the candles on her 
seventh birthday. 

The future? It’s technology that enables 
technology that’s going to free us from the 
bounds of technology. The future? It’s here. 

A And it begins with the AMD Fusion APU. 
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This isn’t the first time that AMD has changed the future. 


A " LIGHT-YEARS AHEAD. 

What do the best-selling consumer 
gaming consoles, the world’s fastest 
supercomputers, and multi-monitor super 
high-resolution display technology all have 
in common? AMD technology helps bring 
ii them to life. 


2 + 

teraflops 


? DON’T BLINK. YOU MIGHT MISS IT. 

AMD today makes single-chip GPUs that deliver over two teraflops of performance — 
with more than 1,000 parallel processing cores in a single chip. That’s more compute 
power than in the fastest supercomputer on earth just a few years back. This type 
of GPU technology can help power future generations of AMD Fusion APUs, enabling 
ii personal supercomputing in a portable device. 


SMALLER THAN A BREADBOX. 
Way small. Crazy small. 

Like 8.5mrrf small. 
















The moment she held the 
future in her hands. 


This is Lauryn. Thanks to AMD Fusion APUs, Lauryn — and her entire generation — will more than likely 
grow up in an age of no keyboards, no mice, no controllers, and no wires. An age of technology that 
seamlessly and effortlessly replicates how the human mind works. And not only will it make sense to 
her, she will know it no other way. 

She’s holding an 8.5mm 2 AMD Fusion APU that can help make it all possible. It may be one of the few 
times she ever actually touches technology. 


AMD£1 


To learn more about AMD Fusion APUs, visit amd.com/human 


© 2011, Advanced Micro Devices, Inc. AMD, the AMD Arrow logo, and combinations thereof are trademarks of Advanced 
Micro Devices, Inc. Other names are for informational purposes only and may be trademarks of their respective owners. 








► ridden areas? Have others in your city been 
assaulted over tattoos? Could your boyfriend 
simply cover his ink with clothing? 

Reach out to a local gang expert to gauge 
the risks. Maybe you've seen one too many 
Gangland episodes about the Crips and 
Bloods, and now you're over¬ 
reacting. Or maybe you're 
not, and it would be deeply 
selfish for your boyfriend to 
insist on maintaining his epi¬ 
dermal integrity. If that's the 
case, he'll have to choose: the 
tats or you. But remind him 
that laser removal isn't his 
only option. A skilled tattoo artist might 
be able to change his cryptic symbols and 
gothic letters into various Care Bears. 


Several of my close relatives live in 
a country where kidnappings are 
common. If one of them is ever held 
for ransom, to what extent should 
I negotiate with the captors? 

The good news is that professional kidnap¬ 
pers would much rather roll around in piles 
of pesos, rupees, and rubles than slice off 
anyone's ears. That means they'll be keen 
to cut a deal with you, especially since they 
have up-front costs to recoup—researching 
targets and operating safe houses requires 
capital. "It sounds awful to say this, but the 
kidnapper has to get a return on his invest¬ 
ment,'' says Michael A. Wheeler, a profes¬ 
sor at Harvard Business School who has 


studied kidnapping negotiation. 

Like used-car dealers, then, kidnappers 
fully expect that customers will haggle. If 
that's not your forte, consider hiring a pro¬ 
fessional-plenty of security firms offer 
kidnap-negotiation services. And remember: 

The worst thing you can do is 
panic and accept the kidnap¬ 
pers' first offer—they'll con¬ 
sider that a sign of weakness 
and increase their demands. 
Instead, counter with a figure 
considerably lower than what 
you're actually willing to pay. 
The kidnappers won't accept, 
but they'll realize that you're no pushover. 

As the bargaining continues, make sure to 
use a deferential tone. "Kidnappers have to 
feel like they have control," says Chris Voss, a 
former FBI hostage negotiator who now runs 
the Black Swan Group, a negotiation con¬ 
sultancy. "If you give the impression you're 
resisting them, they will escalate in order to 
prove they're in charge." And that's when sev¬ 
ered fingers start arriving in your mailbox. 

Once you've settled on a ransom, let the 
kidnappers dictate the payment logis¬ 
tics-some like Western Union; others 
prefer that the money be hand-delivered 
by trusted intermediaries. (In Latin Amer¬ 
ica, Voss says, the deliverymen are some¬ 
times priests.) 

And don't worry too much about getting 
duped—your relative will almost certainly 
be released once the cash arrives safely. 


A gang's long-term prosperity depends on its 
reputation for honoring deals: If word gets 
out that they kill hostages wantonly, the bad 
guys' reputation for dealing in good faith is 
toast, and that hurts business. 


I recently loaned my brother $3,000. 
He repaid me $6,000, saying that he 
used my cash to buy a bunch of mari¬ 
juana he then sold at college. Could 
I be arrested as an accomplice? 

Three grand without asking what it was for? 
How I wish you were my brother! 

Your loan certainly qualifies you as woe¬ 
fully naive, but you're unlikely to ever see 
the inside of a jail cell. "A prosecutor would 
have to prove beyond a reasonable doubt 
that when you gave him the money, it was 
your purpose to assist in the commission of 
the drug purchase," says Joshua Dressier, a 
professor at Ohio State University's Moritz 
College of Law. Assuming you were indeed 
shocked—shocked!—to learn of your broth¬ 
er's weed dealing, you're legally in the clear. 

One complicating factor, though, is the 
extra $3,000 he gave you for your trouble. 
While that money doesn't make you an accom¬ 
plice, it could be seized by law enforcement 
officials if they ever bust your brother. Best to 
wash your hands of the whole affair by return¬ 
ing the bonus. Hopefully you haven't already 
loaned it to another enterprising sibling. HQ 
/////////////////^^^^ 

Need help navigating life in the 21st century? 
Email us afmrknowitall@wired.com. 



How to Hack an ATM 


Turning automated teller machines into 
your personal piggy bank is easy—alarm¬ 
ingly easy. That’s the message of Barnaby 
Jack, a software-cracking whiz turned 
digital-security researcher. He has demonstrated his hacking prowess at events like Def¬ 
Con, coaxing ATMs into spitting out wads of cash in less than a minute using scripting 
know-how, a few simple tools, and some Googling. Here’s his method. —Nick Veronin 


1. SCOUT A TARGET 

You want locales 
without video sur¬ 
veillance—think bars, 
not banks. Once you 
know the machine’s 
make and model, 
a quick web search 
can readily yield 
hardware specs, 
operators’ manuals 
... sometimes even 
online access. 


2. CRAFT YOUR 
CODE 

This is the tricky bit. 
You’ll need to roll 
your own malware to 
override the manu¬ 
facturer’s firmware. 
But buck up—online 
user guides explain 
the ATM’s OS, which 
is often primitive. 
“It’s 1999-level tech¬ 
nology,” Jack says. 


3. BREAK IN 

When no one’s look¬ 
ing, pop open the 
control-panel hatch 
with a paper clip 
or bobby pin. “The 
locks on ATMs are 
the same types that 
protect toilet paper 
in a public lavatory,” 
Jack says. (Master 
keys can also be 
purchased online.) 


4. UPLOAD THE 
MALWARE 

Insert a thumb drive 
or SD card into the 
ATM’s main board. 

It will assume it’s 
getting a system 
upgrade. And voila— 
pwnd. Set up your 
own key sequence 
that gives you 
access(and cash) 
whenever you want. 















Money’s not allowed 
behind bars, so fish 
and coffee get turned 
into currency. 


Nothing makes you more powerful inside the joint than a strong grounding in currency arbitrage. 
Inmates in federal penitentiaries aren't allowed to have actual money; family members can load up 
prison commissary accounts, which usually max out at about $300 a month, but the money's not 
transferable and can be redeemed only at the commissary. And cigarettes, the former gold stan¬ 
dard for securing everything from a bodyguard to starched laundry, have all but disappeared since 
tobacco was banned at federal pens in 2004. So inmates have to rely on other forms of currency. All 
of which means the prison economy runs much like a commodities market: Money in a commissary 
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account can't be traded, but goods sold at the commissary can be. And since the amounts in circu¬ 
lation are tightly regulated, their value can far surpass their price in dollars. So if you're sent away 
to, say, the US Penitentiary in Lewisburg, Pennsylvania, for "mistakes" you made in the run-up to 
the Great Recession, here's how to get the best return on your next investment, — ben paynter 


1. MACKEREL 

COST $1.40per 
3.5-ounce pouch 
limit 14 per week 
USE Tipping for laundry 
service, cell cleanup, or a 
haircut. 

value If you don’t open 
the pouch, it never spoils... 
which means the fish retains 
its close-to-a-dollar value. 


2.INSTANT COFFEE 

COST $3.35 per 4-ounce bag 
limit 3 per week 
use Getting buzzed cheaply. 
value Prisons just say no 
to drugs, so caffeine is the licit 
stimulant of choice. 


3. POSTAGE STAMPS 

cost $8.80 for 20 stamps 
l i M i T 3 books per week 
use Paying off large 
gambling debts or buying 
protection quickly. 
value Highprice-to-size 
ratio; easy to conceal. 
Without email access, snail 
mail is king. 


DATASTREAM BIBLICAL TERMS FOR HELL 


4. COMBINATION LOCK 

cost $6.50 and up 

LIMIT 1 

use Keeping stuff secure. 
Plus, you can put it inside 
a sock to make a weapon. 
value Let’s just say 
it’s worth a heck of a lot 
more than a pack of ciga¬ 
rettes if someone needs 
one in a pinch. 
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The all-new 2011 Jetta. 


It’s like “Stretch out” for the 
price of “Squeeze in.” 



Best-in-class rear legroom, the most trunk space in its class and German engineering. 
All standard. Great. For the price of good. 



Text JETTA to 892277 (VWCARS) and well send back a video tour.** 


Volkswagen 
Carefree Maintenance' 


3 Years or 36,000 Miles of No-Charge Scheduled Maintenance. "Starting MSRP of $15,995 for 2011 Volkswagen Jetta S 2.0L with manual transmission. Model shown is a 2011 Volkswagen Jetta SEL 

, ’ - - - 2.5L manual transmission with a starling MSRP of $21,395. All prices exdude transportation, taxes, title, other options and dealer charges. 

Whichever occurs first. Some restrictions. See dealer or program for details. Dea)er ^ prjce ~ Not avajlab , e for a ,| caniers „ dev j ce s. Message ^ data rates may app |y. ©2010 Volkswagen Of America, Inc. 




















Real heroin - 




I4HRT' S INSIDE STREET HEROIN 



DIACETYL- 

MORPHINE 

Pharmaceutical- 
grade heroin. Mar¬ 
keted by Bayer 
as an over-the- 
counter cough sup¬ 
pressant in 1898, 
it’s fairly easy to 
make with raw 
opium, some chem¬ 
icals, and basic 
lab equipment. 

The percentage of 
diacetylmorphine 
in street heroin can 
vary based on geo¬ 
graphic source; 
South American 
wholesale has been 
falling from a high 
of 88 percent in 
2003. Street purity 
in the US has been 
around 35 percent 
in recent years. 


NOSCAPINE 

Heroin got its name 
from the German 
word heroisch, 
meaning heroic, 
perhaps because 
of its ability to sup¬ 
press coughs. The 
opium byproduct 
noscapine may also 
help: It’s believed to 
act on sigma recep¬ 
tors, which can 
regulate the cough 
reflex. Noscapine is 
also being looked 
at for its promising 
anticancer powers. 
Perhaps the reason 
Keith Richards is 
still with us? 


MONOACETYL- 

MORPHINE 

Heroin is d/acetyl- 
morphine, which 
can spontaneously 
break down into 
this “mono” form. 
Due to a drug¬ 
testing scare in the 
1990s, when people 
worried that eating 
a poppy-seed bagel 
would yield a posi¬ 
tive result, some 
drug tests actu¬ 
ally search for this 
compound. 


PAPAVERINE 

Raw opium is a 
goulash of com¬ 
pounds; badly pro¬ 
cessed street skag 
can retain many of 
them. This poppy 
alkaloid is useless 
to junkies because 
it won’t make them 
high, but it does 
have legitimate 
medical use as a 
vasodilator that 
relaxes smooth 
muscle, increasing 
blood flow. 


DEXTRO¬ 

METHORPHAN 

This cough syrup 
mainstay is known 
to reduce some 
effects of heroin 
detox (runny nose, 
twitching, insom¬ 
nia). But a dealer’s 
job is not to make 
withdrawal easier; 
DXM may be here 
for its pharmaco¬ 
logical effects— 
hallucinations and 
euphoria. Unwel¬ 
come bonus: At 
high doses, it can 
induce psychosis. 
—Patrick Di Jus to 


ACETAMINO¬ 

PHEN 

A key ingredient in 
Percocet and several 
migraine remedies 
but a potentially 
lethal adulterant in 
high doses. Heroin 
cut with acetamino¬ 
phen is often sold 
as “cheese.” 


QUININE 

Junkie lore says 
that dealers added 
this to the sup¬ 
ply as a public ser¬ 
vice, after a malaria 
outbreak among 
needle-sharing users 
in the 1930s. Still 
found in low-quality 
junk, it has a bit¬ 
ter taste that mim¬ 
ics heroin’s (caveat 
emptor) and sup¬ 
posedly adds to 
the rush. But qui¬ 
nine is bad stuff to 
be injecting—it can 
cause blindness and 
has been a key factor 
in heroin ODs. 


CAFFEINE 

When added in the 
lab, this results jn 
hard thumbnail¬ 
sized, “crystals” of 
heroin, which can 
be smoked like 
crack. Add it to 
powdered heroin 
and the mixture 
will vaporize at a 
lower temperature, 
making it easier to 
chase the dragon. 


MANNITOL 

A sugar alcohol that 
increases osmotic 
pressure in the intes¬ 
tines, making it an 
effective laxative. 
Heroin is a wicked 
constipator—is the 
mannitol a thought¬ 
ful gift from your 
friendly neighbor¬ 
hood dealer? Hardly. 
Adding white pow¬ 
dery stuff to heroin 
lets him sell less drug 
for the same money. 
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Secret 

Societies 

Revealed 

They're not plotting 
9/11, they're just 
getting drunk. 

Hermetic Order of 
the Golden Dawn 

123-year-old group that 
shaped modern occultism 
and attracted William Butler 
Yeats and Bram Stoker. 
accused of: Bizarre anti- 
nomian sex rituals. 
actual activities: A mish¬ 
mash of Kabbalah and tarot 
practices. During initiation, 
the soul, body, and psyche 
are “spiritually separated.” 

Free and Accepted 
Masons 

Thought to originate in 
medieval stonemason guilds. 
accused of: Running the 
government, placing pagan 
symbols on our currency. 
actual activities: Taking an 
oath to be charitable and 
law-abiding. Wearing aprons 
to symbolize purity. 

Phi Beta Kappa Society 

Academic honor society 
that has padded resumes 
since 1776. 

accused of: Being an arm 
of the Bavarian Illuminati. 
actual activities: Giving 
academic awards. Engag¬ 
ing in rituals and secret 
handshakes that became 
the template for collegiate 
Greek systems. 

The Bohemian Club 

Private men’s club started 
in San Francisco in 1872 by 
men like William Randolph 
Hearst and Mark Twain. 
accused of: Helping plot 
9/11, cavorting naked 
amongst the redwoods. 
actual activities: Drink¬ 
ing and socializing. Ritually 
incinerating their cares in 
front of a 40-foot stone owl. 

Bilderberg Group 

An annual off-the-record 
meeting of politicians and 
businesspeople. (Think Bill 
Clinton and Tim Geithner.) 
accused of: Engineering 
the rise and fall of Marga¬ 
ret Thatcher, the European 
Union, and the war in Iraq. 
actual activities: Intermi¬ 
nable discussions on topics 
like finance, Africa, cyber¬ 
terrorism, and US-EU rela¬ 
tions. —Rachel Swaby 
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( WE HAVE A LABEL 1 
[ TO LIVE UP TO J 



LAV OF: I I 

WORTH THE EFFORT 


drink 
smart 


Knob Creek Kentucky Straight Bourbon Whiskey, 50% Alc./Vol. 
©2011 Knob Creek Distillery, Clermont, KY. 


Join the Stillhouse at KnobCreek.com 















A counterfeit-car maker in Thailand cranks out almost-supercars 


generally repurposes a chassis, taking, say, a Toyota MR2 as the 
base for a Lamborghini, or an Opel Carrera for an Aston Martin. 
Power depends on budget, but typically heTl put Toyota engines 
in his Ferraris and Subaru engines in his Porsches. Pongpitaya 
picks up genuine locks, door handles, and other parts on the 
secondary market; body panels are all handcrafted in foam and 
fiberglass—fortified with Kevlar and carbon, with details copied 
from photographs and toys. Pongpitaya claims that his bodies 
are stronger and lighter than the aluminum and steel you'd get 
on a real supercar, and a Lamborghini from his shop costs about 
4 million baht—around $130,000, roughly half of what a mid¬ 
range (real) Lambo would set you back. It may not do 200 mph 
on the autobahn, but it'll turn heads on city streets. Just hope no 
one looks under the hood.— vince beiser and joel gershon 


You can buy cut-rate bootlegs of Mad Men and Chanel handbags all 
over the world. But if you want a fake Ferrari, you need to go to a 
garage on the outskirts of Bangkok. That's where Chris Pongpitaya 
and his 10-man crew use scavenged and scratch-built parts to piece 
together ersatz Porsches, Maseratis, and other dream machines for 
enthusiasts whose budgets are too small to match their egos. “When 
you look at the car, there's nothing different," Pongpitaya says. “But 
when you test-drive it, you may notice." 

Buyers from Sweden to Dubai call on Pongpitaya, who learned 
his skills working for a Porsche parts supplier in Germany. He 
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Beta: 


^Streaming audio available on supported devices. 

Market volatility, volume and system availability may delay account access and trade executions, thinkorswim, prior to joining TD Ameritrade, earned 4.9 stars, the top score, in the 
category “Trading Technology," and was rated #1 overall online broker in Barron’s ranking of online brokers, 3/15/2010. Barron’s is a registered trademark of Dow Jones & Company, 
thinkorswim, Division of TD Ameritrade, Inc., member FINRA/SIPC/NFA. TD Ameritrade is a trademark jointly owned by TD Ameritrade IP Company, Inc. and The Toronto-Dominion 
Bank. © 2011 TD Ameritrade IP Company, Inc. All rights reserved. Used with permission. 
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JARGON 

WATCH 


MEAN SIEI 

How radar-toting robots hunt 
for drug smuggling tunnels. 



Smuggling a human being from Mexico into the US is rela¬ 
tively simple—only 670 miles of fencing protect the 2,000- 
mile border. But smuggling a truckload of drugs? That's a 
bit trickier. To bypass checkpoints, dope haulers have been 
taking their underground trade even more underground, 
digging passageways to connect the two countries. Last 
November, two tunnels from Tijuana, Mexico, to San Diego 
were discovered—along with 40 tons of marijuana. And in 
the past two years, authorities in the Arizona border town 
of Nogales have found 27 illicit conduits joined to the city's 
storm drains. Turns out spotting them is hard: Urban noise 
and clay-rich soil mask the tunnels from radar. 

So to sniff out the tunnels, law enforcement has decided 
to dig a few of its own. With funding from the Department 
of Homeland Security, R&D firm Mitre is working on a 
system that combines radar traditionally used to find oil 
and gas deposits with the telecom industry's methods for 


laying fiber-optic cable. First, 
they dig horizontal boreholes. 
Then omnidirectional radar is 
shuttled up and down the chan¬ 
nel, where there's little interfer¬ 
ence from surface sound, making 
it easier to detect tunnels. What 
does the shuttling? "A robot," 
says Weiqun Shi, Mitre's princi¬ 
pal investigator on the project. 
"It pushes and pulls antennas 
through the borehole really, 
really fast, like a few miles per 
hour." Mitre is gearing up for field 
tests. Soon drug moles may be 
neutralized by robotic tunnel 

ratS.—IAN GORDON 


Evercookies 

n. pi. Browser cookies 
that never expire and 
cannot be removed from 
a computer. They con¬ 
ceal themselves in at 
least eight places on 
a hard drive to enable 
persistenttracking by 
advertisers and vendors. 

Uriminzok 

n. Korean for“our 
nation.” It’s the Twitter 
handlefor a shadowy 
North Korean govern¬ 
ment agency called 
Uriminzokkiri, which is 
using modern social 
media to spread cold- 
war-grade agitprop. 

Chemical 

cartography 

n. Mapping a city's dis¬ 
tinctive smells to create 
a baseline for olfactory 
detection of suspicious 
activities—like bomb 
production. Funded by 
Darpa, chemical cartog¬ 
raphers are recording 
the signature stench of 
businesses, from gas 
stationsto dry cleaners. 

Metaflex 

n. Flexible fabric for 
invisibility cloaks. An 
ultrathin lattice of gold, 
Metaflex can channel 
light around objects, 
hiding them from 
sight—even if they’re 
moving. At 40 square 
millimeters or so, the 
prototype swatches 
are about large enough 
to cloak an insect. 
—Jonathon Keats 
( jargon@wired.com ) 
















Smarter technology for a Smarter Planet 


% system uptime 
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It means that the futures contract for that gold can trade instantly and more securely. The Dubai Gold & Commodities 
Exchange (DGCX) has maintained their complex network of worldwide members for four years without a single 
security breach due to malware, and without any unplanned downtime. The DGCX worked with IBM Security 
Solutions to help implement an intrusion prevention system that builds security into every aspect of their online 
trading services and proactively adapts to ever-evoking threats. A smar^rbus|iessgs built on smarter software, 
systems and services. / „ «' j 

Let’s build a smarter planet, ibm.com/exchange 


A data visualization of the settlement prices 
for gold, silver and other commodities from 
March 1 to September 1, 2010. 


IBM, the IBM logot ibm.com, Smarter Planet and the planet icon are trademarks of Internationa! Business Machines Corp, registered in many jurisdictions worldwide Other product and service names 
might be trademarks of IBM or other companies A current list of IBM trademarks is available on tlie Web at wrAVjbrriconvlegal/copytradeshtml. © International Business Machines Corporation 2010. 















CLIVE THOMPSON 




The codes and ciphers that help teens—and politicians—hide in plain sight. 




In 440 BC, the Greek historian Herodotus first 
described a trick that spies used to send hidden 
messages. They'd write something on the wooden 
back of a wax tablet, then cover the message with wax bearing its own 
message. If enemies intercepted the tablet, they wouldn't suspect it con¬ 
tained anything strange. It's called steganography: hiding one message 
inside another. *1 Two thousand years later, teenagers are doing some¬ 
thing similar to communicate with one another—on Facebook. *1 What 
turned teens into Greek spies? The parent problem. If you're in high school 
these days, a lot of your socializing happens online, but your parents 
usually insist on being “friended" so they can check what you're post¬ 
ing. This creates a communication dilemma. You want to post candid 
updates about your life so your friends know what's going on—but not so 
candid that your folks catch wind of it. *1 The solution is what researcher 
Danah Boyd has dubbed social steganography. Teenagers now post sta¬ 
tus updates that have two layers: A bland surface meaning intended for 
parents, and a deeper, richer significance that can be decoded only by 
close friends. *1 For example, Boyd interviewed one girl who was going 
through a breakup while on a class trip and wanted her friends to know 
but not her mother (who'd “have a heart attack"). So the teenager posted 
the chorus of a black-humor Monty Python song sung by a group of men 
who've been crucified. (“Always look on the bright side of life / Always look 
on the bright side of life!") Her close friends, being fans of the movie, under¬ 
stood the reference and immediately messaged her to offer support. But 
her mother didn't know the film, so she thought the lyrics were genuinely 
cheery and posted a response saying she was glad her daughter was happy. 


Posting lyrics to communicate your mood 
is one of the most common social stegano- 
graphic tricks, because teens are fluent in pop 
culture in a way their parents aren't. What 
teenagers are doing reminds me of Washing¬ 
ton's “dog whistle" politics, in which politi¬ 
cians deliver speeches that sound bland but 
are laden with meaning aimed at their base. 
For instance, Republican kingmaker Lee 
Atwater used to advise candidates to use 
phrases like “states' rights" and “forced bus¬ 
ing" to incite racial fears among white voters 
without actually using offensive language. 

Obviously, one could regard the emer¬ 
gence of youth steganography as yet more 
depressing evidence of how dangerously 
overcomplex the web has made teens' lives. 
But frankly, I'm kind of awed by the rhetori¬ 
cal sophistication of today's teens. They are 
basically required to live in public (you try 
maintaining friendships without an online 
presence), but they crave some privacy, 
too. So they've taught themselves to hack 
language. They hack systems, as well: Boyd 
has also found teenagers who “deactivate" 
their Facebook account when they log off 
so nobody can see their stuff or post com¬ 



ments. Then they “reactivate" it when they 
want to go back online and interact with friends. Presto: 
They create a virtual club where they control the operat¬ 
ing hours. Color me impressed. 

Social steganography also illustrates that, for all the raging 
popularity of networking online, people still aren't happy 
with their tools. We need better options, more experiments, 
greater innovation. Consider the design of the Latin Ameri¬ 
can network Sonico, which lets users organize their contacts 
into three simple buckets—workmates, family, and friends. 
Postings intended for one group aren't shown to another. 

That sure beats sending around wax tablets. HQ 
////////////////////////////^^^^ 
email clive@clivethompson.net 
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How would you use 
our technology to 

make a better world? 

Learn how to share your ideas at 
toyota.com/ideasforgood 

Five winners may have their ideas 
brought to life and get their pick of a 
new Prius, Highlander Hybrid or Venza. 


Options shown. NO PURCHASE NECESSARY TO ENTER OR WIN. PURCHASE WILL NOT INCREASE YOUR CHANCE OF WINNING. Contest runs 11/8/10 at 12:01 a.m. ET to 
2/28/11 at 11:59:59 p.m. ET. Open to legal residents of the 48 contiguous states, 18 years of age and older and not a minor. Void where prohibited. For Official Rules visit 
www.yourideasforgood.com/rules. Sponsor: Toyota Motor Sales, U.S.A., Inc., 19001 South Western Avenue, Torrance, CA, 90501. ©2010 Toyota Motor Sales, U.S.A., Inc. 

toyota.com 

















CINEMA SERIES. 

A NEW DIMENSION IN 
QUALITY AND STYLE. 

TOSHIBA CINEMA SERIES TV, NOW IN BREATHTAKING 3D. 

Who says looks aren’t everything? With its ultra-thin, ultra-beautiful flush front design, stunning high-contrast LED 
picture quality, and now, enhanced 3D capability, the Cinema Series* WX800 is the one you’ve been waiting for. Add 
in its built-in wireless capability with a full suite of internet apps for video, audio, information and social networking, 
and you have the ultimate home theater experience. You’ll wonder how you ever lived without it. toshibatv.com 

CINEIHA SERIES 8 lO 

i —edtu t nettv- Leading Innovation »> 

‘Viewing 3D content requires compatible Toshiba 3D glasses, compatible 3D playback device or 3D source, and 3D capable HDMI cable (all sold separately). Third party internet services are not 
provided by Toshiba, may change or be discontinued at any time and may be subject to third party restrictions. Toshiba makes no representations or warranties about these services, which may require 
the creation of a separate account through a computer with internet access, and payment of one-time and/or recurring charges. LED TV is part of the LCD TV line-up. © Toshiba America Information 
Systems, Inc., 9740 Irvine Blvd., Irvine, CA 92618-1697 2010. All rights reserved. 






FETISH 


That full-size shovel inyourtoolshed is too 
big for a tactical backpack and too unwieldy 
for hand-to-hand combat: For those who 
spend time planting surveillance hardware, 
burying their secrets, or digging up some¬ 
one else’s, a foldable entrenching tool is a 
must-have. Gerber’s new E-Tool With Pick 
boasts a powder-coated steel blade with 
serrated edge for cutting through roots or 
...urn... limbs and a sharp spike for piercing 
ice, walls, and attackers’ skulls. A compact 
9.3 x G inches when folded, it opens to 
nearly 2 feet long in seconds. And the 
fiberglass-filled nylon handle and alumi¬ 
num shaft leave almost all of its 2-pound, 
3-ounce heft at the business end, where it 
belongs. $117 —John Bradley 


o 


photograph Christian Stoll 











In the age of Pirate Bay, physical knockoffs seem almost 
quaint. But they’re still plentiful and plenty cheap. And 
they’re still inferior to tne real thing. —Steve Mazzucchi 



1. Beats by Dr. Dre Tour Earbuds (not!) 

While knockoffs of Monster’s Beats headphones 
are reportedly common in Hong Kong, ittook 
craigslist and a street-corner meeting to snag a 
pair in New York. The packaging, smaller and shod¬ 
dier than the genuine article, was a clear indication 
these were fake, but the phones themselves looked 
so much liketheoriginalsthatwe hadto mark them 
to tell them apart. As long as we limited the music 
to low-bitrate MP3s and tinny pop (i.e., when sound 
doesn’t matter), the quality was tolerable though 
hollow. But on anything with rich mids or bass, the 
fakes overcooked it into a distorted mess, wired 
_ Good gift for music ...likers. tired Lessdepth 


and nuance than Glenn Beck. $45 (vs. $190) 



2. Ray-Ban Original 
Wayfarer (ndti) 

Bogus designer shades are a 
staple in New York's Chinatown, 
where we got these. The Wayfarer 
styles are generally more con¬ 
vincing than the Louis Vuitton and 
D&G knockoffs, but they're still 
way janky. The brittle plastic feels 
dependable only if you’re compar¬ 
ing it with the flimsy hinges. They're 
lighter than true Wayfarers, which 
actually made them more comfort¬ 
able. But don't leave them alone 
with your keys; the lenses might 
as well come prescratched, wired 
Three for $12! Great for your Risky 
Business costume, tired Perfor¬ 
mance optics? We couldn't wear 
these retina-manglersforfive 



minutes without getting a 
headache. $4 (vs. $195) 


3. Omega Seamaster 
Planet Ocean Chrono(NOTi) 

We gotthe sidewalk vendor down 
$5to $70, but that’s still $6,030 
less than the asking price forthe 
real thing. The fake retains the orig¬ 
inal's self-winding internals and 
deep-sea-diver design. Butthe rub¬ 
ber strap is flimsy, there’s no date 
window, and the bezel and num¬ 
bers were already faded from the 
sun. Only thetime-adjustment knob 
works the same way as the one on 
the original; the helium-escape 
valve on the fake is purely cos¬ 
metic. wired Survived 12 hours in a 
pot of water. (Authentic Seamaster 
is water resistant to 600 meters.) 
tired No luminescent hands. Strap 
feels like it wouldn’t make it through 



a vigorous handshake. $70 

(vs. $6,100) 


4. iPhone 4 (not!) 

They must have spent dozens of 
minutes thinking up the name of 
the HiPhone 4, and about as much 
time building it. This one came 
from a Texas-based eBay seller and 
arrived direct from Beijing in a week. 
That was the only positive experi¬ 
ence. The touchscreen is the least 
responsive we’ve experienced, and 
several of the app icons are purely 
decorative. It has two SIM card slots 
and boasts GSM compatibility, but 
we couldn’t get cell or data service 
despite trying multiple carriers. 
wired What antenna-gate? It has a 
pulloutfor FM radio! tired Recep¬ 
tion indicator shows four full bars 
before you’ve even inserted a card. 
Sync with iTunes? Yeah, right. 

_ $124 (vs. $699 for 32-GB, 


no-contract iPhone) 
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Expose your computer to spyware 

by opening a mysterious email 
attachment 


and a cybercriminal can follow 
your every move, 

making you paranoid 

to the point where you won’t leave 
the house, 


you stop trimming your nails 

and begin wearing empty tissue 
boxes on your feet. 


Deny digital dangers (and their unfortunate outcomes) with Norton Internet Security 2011. 
Ranked #1 in Both Protection and Overall Performance* 


f7( Norton 

by Symantec 


*Source: norton.com/passmark2011, norton.com/dennislabs2011 

© 2011 Symantec Corporation. All rights reserved. Symantec and Norton are registered trademarks of Symantec Corporation. 
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5. OnGuard 5023L 
Rottweiler 

While QnGuard makes some 
of the best chain locks, this 
armored cable is more prac¬ 
tical in terms of weight, even 
at 7 feet long. It’s a 30-mm 
twisted-steel cable inside 
a length of steel vertebrae 
wrapped in a vinyl cover. But 
cutthrough the coating and 
see the Achilles’ heel: gaps 
in the vertebrae that expose 
cable. The Dremel took it 
out in less than three minutes. 

light on one of 
ssed ball lock 
attacks. 
tired Price. Theft. $135 


6. Master Lock Street 
Cuff 8200D 

The clever pivot point in the 
middle makes it hard to get 
any leverage with a tool. 
Unfortunately, the steel 
closures (which are small 
enough to limit your anchor¬ 
ing options) aren’t very thick. 
They resisted our saw for all 
of two minutes. Worse, it took 
only a couple of hard whacks 
with the hammer to bust open 
the locking mechanisms. 
wired Light and compact. 
$3,500 antitheft guaran¬ 
tee. Might actually work as 
_ handcuffs. tired Looks 
El tougherthanitis. $62 


Total Lockdown 


Bike commuting means bike theft. 
You need a good lock. We used a 
hammer, bolt cutters, and a Dremei 
rotary saw on these (way beyond 

i/mer 
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what most thieves would deploy! 1 
see howthey’d hold up. —WillPain 


1. Kryptonite New 
York Legend 1590 

The 15-mm-thick hardened- 
steel links on this 10-pound 
beast slide uncooperatively 
when you try to violate them. 
Bust the plastic off the dead 
bolt and it reveals a scarier- 
looking steel shackle. The 
Dremel took a battery-killing 
15 minutes to get through one 
link, and we still needed a sec¬ 
ond cut to slide the neighbor¬ 
ing link out. Your bike is safe. 
wired Cylinder has a drill- 
resistant protection system. 
$4,500 antitheft protection. 

□ tired Literally heavier 
than some bikes. $179 


2. Blackburn 
San Quentin 

Like any U-lock, this presented 
a tantalizingly long expanse 
to work with, butthe hexago¬ 
nal profile of the 18-mm-thick 
alloy steel makes it hard to 
find a good angle. The saw got 
through in about eight minutes, 
but we'd have needed a sec¬ 
ond cut to remove the thing: It 
locks on both sides. And by that 
point we didn’t have the juice to 
go full-power for another eight 
minutes, wired Smooth locking 
mechanism. $4,000 antitheft 
guarantee, tired Liner on inner 
__ surface only; not really 
mA paint-job friendly. $90 


3. Trek U-Lock LS 

Our bolt cutters and ham¬ 
mer got nowhere against 
Trek's 13-mm hardened-steel 
shackle. Butthe big 11.5-inch- 
long U, which makes for 
hassle-free hitching, offers 
plenty of room for sawing. 

In four and a half minutes, 
we were clean through with 
the Dremel and sliding off 
the opposing piece; unlike 
the Blackburn, this locks on 
only one side, wired Light 
and intuitive. Spare design 
makes itthe best-looking of 
the group, tired Antitheft 
__ protection runs to only 
EH $1,500. $60 


4. Kryptonite 
Hardwire 1518 

Cables are deterrents, not 
defenders. Even Kryptonite 
gives the Hardwire a 5 on 
its 12-point security scale. 
The lock can withstand a 
hammer attack, but so what: 

A pair of 24-inch bolt cutters 
(far from the biggest avail¬ 
able) gotthroughthel5-mm 
braided-steel key cable in two 
minutes. The Dremel took 30 
seconds, wired Light, flex¬ 
ible, and portable. Six-foot 
length reaches both wheels. 
tired Forfriendly areas only. 

□ It’s about as daunting as 
a licorice whip. $53 
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* Requires a system with Intel* ** Turbo Boost Technology capability. Intel Turbo Boost Technology 2.0 is the next generation of Intel Turbo Boost Technology and is 
available only on 2nd generation Intel* Core" i5 and Core" i7 processors. Consult your PC manufacturer. Performance varies depending on hardware, software and system 
configuration. For more information, visit http://www.intel.com/technology/turboboost. 
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STEVEN LEVY 



Prying Eyes 

Think your email account is safe 
from snoops?Thinkagain. 


he email, dated February 27,2007, seemed depressingly generic: “I think 
my gilfriend is cheating on me been together for years and years we 
don’t live together but need to get her password on msn so i can check 
her convasations out can you help please.” As the author of a book called 
Hackers, I get a few such requests every year, though they’re usually 
not so grammatically warped. As always, I ignored it. Why would I help 
someone with something like 


that? And anyway, this guy’s 
job was depressingly easy, 
especially if he had access to 
the victim’s computer. There 
are software programs, like the celebrated John the Ripper, that 
can crack common passwords, and there are easy-to-install soft¬ 
ware and hardware options that log every keystroke. Even without 
physical access, snoops can often break into webmail accounts by 
guessing the answers to password-recovery “security questions.” *1 
The most basic form of compromise is the dictionary attack, a 
program that tries combinations of common words. It frequently 




works, simply because an alarming number 
of users ignore standard calls to incorporate 
numbers or special characters. 

Some password-breaking programs have 
origins in hacker culture, though their cre¬ 
ators usually claim to be of the whitehat 
variety. The purpose, they say, is not to help 
people ransack their lovers' inboxes but to 
perform more benign tasks. "John the Rip¬ 
per is primarily a tool for system adminis¬ 
trators to audit their password security," 
says its author, who goes by the nom de 
crack Solar Designer. Vladimir Katalov, CEO 
of Moscow-based ElcomSoft—maker of an 
eponymous password cracker—says his 


□ 0 □ FEB 2011 


illustration by Anthony Tremmaglia 















How can a screen 
so brilliantly big also be 
so ingeniously small? 

Introducing the Samsung Galaxy Tab ™ the first Android ™ tablet 
from Sprint. Read, watch, listen and browse, all on a brilliant 
7 " touchscreen. Light enough to hold in one hand, slim enough 
to fit in a jacket pocket. Load it with all your favorite content, 
and go. 1-800-SPRINT-1 (1-800-777-4681) sprint.com/tab 


Only $ 399 ." 

With a new-line activation 
on a Tablet Plan and a 
two-year Agreement. 


Sprint^ 


The Now Network “ 



May require up to a $36 activation fee/iine, credit approval and deposit Up to a $200 early termination fee/line applies. Device Offer: Offer ends 2/26/11 or while supplies last. Taxes and service charges excluded. Requires activation at the 
time of purchase. Upgrade: Existing customers in good standing with service on the same connection device for more than 22 consecutive months currently activated on a service plan of $39.99 or higher may be eligible. See in-store rebate 
form or sprint.com/upgrade for details. Other Terms: Coverage is not available everywhere. The Sprint 3G Network reaches over 266 million people. Offer is not available in all markets/retail locations or for all phones/networks. Pricing, offer 

terms, fees and features may vary for existing customers not eligible for upgrade. Other restrictions apply. See store or sprint.com for details. Screen images simulated. /-— 

©2011 Sprint. Sprint and the logo are trademarks of Sprint. Android, Google, the Google logo and Android Market are trademarks of Google Inc. The Android Robot I best 
is based on work created and shared by Google and used in accordance to the Creative Commons 3.0 License. Other marks are the property of their respective owners. \PtJYj 
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customers are mainly law enforcement 
agencies going after criminals' com¬ 
puters or web accounts. If someone 
armed with his software can access a 
computer, Katalov claims, it doesn't 
matter how complex the password 
is, because it's usually stored some¬ 
where in the bowels of the hard drive. 
“I can get it in half a second," he boasts. 

But it's not like you have to flash a 
badge to get such software. Google 
searches for "password cracking" 
and “keyloggers" find plenty of solu¬ 
tions, some in paid ads. 

Snoops seeking access to someone's 
webmail can frequently get in simply 
by studying their target from afar. All 
too often, when asked to provide ques¬ 
tions that would verily their identities, 
people use details that are easily dis¬ 
coverable by those who know about 
them. (The guy who got into Sarah 


Palin's Yahoo account in 2008 did so 
by answering all of her security ques¬ 
tions. The would-be vice president had 
chosen her birth date, zip code, and 
high school as the skeleton keys to her 
personal correspondence.) 

Still, people can keep their informa¬ 
tion reasonably safe if they're smart 
and diligent. As cryptography wizard 
Bruce Schneier explains, passwords, 
like all security measures, involve a 
cost-benefit equation where we bal¬ 
ance vulnerability and convenience. 
People often underestimate the con¬ 
sequences, but a password attack can 
point to potentially bigger problems. 

A chilling example is the petitioner 
quoted at the start of this column. His 
name was George Appleton; I had left 
his email buried in my inbox. While 
working on this column, I decided to 
Google him. 


On February 6,2009, Appleton, an 
unemployed laborer with a history 
of violence toward women—many 
of whom he met online—apparently 
murdered Clare Wood, a 36-year-old 
single mother, in Salford, England. 
The tabloids dubbed him the Face- 
book Fugitive. Days later, with the 
police on his trail, he hung himself 
in an abandoned pub. 

Was it Wood's emails that he sought 
my aid in plundering? The timeline 
and email address he showed me sug¬ 
gest otherwise. According to reports, 
when Appleton wrote me, he and 
Woods had just met. Nonetheless, 
four years later, his request—some¬ 
thing I'd dismissed with a blitheness 
that now haunts me—was darker than 
I'd ever imagined. D3 
////////////^^^^ 

email steven_levy@wired.com. 
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Last September, more than 100 people were arrested 
in the US, UK, and Ukraine as part of an international 
cybercrime ring that allegedly stole more than $70 million 
from victims’ bank accounts. In terms of online security, 
though, the arrests meant almost nothing. *1 The thieves’ 
main tool was a botnet—a remotely controlled network 
of infected computers that spreads via web pages and 


email. The best efforts to destroy 
these zombie armies have failed; 
botnets continue to thrive, send¬ 
ing daily bursts of stolen info 
(yes, possibly including yours) 
to servers around the world. 

Online criminal organizations 
are growing more diverse, often 
operating with near-impunity in 
places like Russia, where steal¬ 
ing from US citizens seems not 
to count as an offense. According 
to security firm Websense, the 
number of malicious web pages 
jumped 111 percent from 2009 to 
2010. Nearly 80 percent of those 
were legitimate sites hacked to 
serve up malware. When you 
visit an infected site, it scans 
your computer for unpatched 
software. If it finds a hole, it 
drops in the remote control. 

“It takes just that one click on 
a bad bit.ly link and criminals 
have access to all your data," 
says Paul Ferguson, a senior 
threat analyst for TrendMicro. 

Antivirus software helps, but 
it can't keep up with the speed 
of malware mutation. Avoiding 
the net's red-light district isn't 


enough, either, as criminals are 
infecting pages tied to top Google 
searches and Twitter topics. “It's 
now slightly more dangerous 
to search for news than for adult 
content,'' says Patrik Runald, 
research head at Websense. 

Facebook isn't safe either. Forty 
percent of updates there contain 
links, and 10 percent of those are 
spam or malicious attacks. 

Smartphones are likely the next 
target, since people have begun 
banking from them. “As soon as 
financial transactions are being 
made on a device, the criminals 
will be there,'' Ferguson says. 

For now, experts recommend 
running patch-checking tools 
like Secunia PSI as a comple¬ 
ment to your antivirus software. 
Windows PCs remain the most 
vulnerable, mainly due to their 
ubiquity. But attacks are target¬ 
ing Macs, too, as they become 
more widespread. For true secu¬ 
rity, Runald suggests buying a 
cheap Linux netbook for banking. 

Of course, once that becomes 
common, the botnets will follow. 

— RYAN SINGEL 
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turning an early pay discount into more space for music. 



Jon Haber, owner of Alto Music, was one of the very first owners to receive a Plum Card from 
American Express OPEN. During the recession, Jon used his Card to buy as much inventory as 
possible. And with the savings he got from the 1.5% early pay discount on those purchases, Jon 
was able to expand his business at a time when others were closing their doors. 
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Pay the balance in full within 10 days of the statement closing date and get a 1.5% discount on virtually all purchases made that month. The discount will appear as a credit on the following billing statement. Pay 10% of the 
balance from new activity on your billing statement, plus the entire amount of any previously deferred payment or amounts past due by the “Please Pay By" date on that statement, and you can extend payment on the rest 
until the closing date of your next billing cycle, without penalty. Visit open.com/plum for details. ©2011 American Express Bank, FSB. All rights reserved. 
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DARK STARS 

StAfus Sym 130 ls 


Want to preserve your indie 
cred? Name your band something 
even Google can’t find. 



O N THE INTERNET, new- 
band buzz travels faster 
than the speed of sound. 
So how can emerging 
musicians maintain their indie cred as 
they amass fans? Create a completely 
unintelligible moniker. A growing 
number of artists—largely from a dark 
electronic genre known as witch house 
—have found that by using symbols in 
their name they can make it to the top 
of playlists even if they're not ranked at 
the top of Google results. 

Using crazy characters to subvert 
the music industry isn't entirely novel. 
Prince did it when he became MIA 
made a similar move by calling her latest 
album AA AYA- But the new symbol- 
ists, like and GLASS +33+H, 

are not only hard for search engines 
to unearth but also nearly impossible 
to talk about offline (how do you pro¬ 
nounce “+$+" again?). Yet for those in 
the know, the names create a parallel 
universe. On Last.fm stations, MySpace 
pages, blogs, and Vimeo channels, track¬ 
ing down one artist can lead to dozens 
more. It's a highly engineered musi¬ 
cal underground hidden in plain sight. 

“These artists are learning ways to 
access committed audiences without 
the usual rigmarole of being a creator 
online. It's not so much anti-Internet as 
very clever Internet," says Matt Sheret, 
Last.fm's data guru, noting that witch- 
house fans meticulously catalog the 
genre on the service. “They do want 
to make sure, as an audience, that the 
canon exists and they can find it." But 
by creating what graphic novelist War¬ 
ren Ellis calls a lexical darknet, art¬ 
ists are able to keep their music from 
circulating too far and wide. “Not all 
services are robust enough to support 



all possible characters and combinations," says Anthony Volodkin, founder of the 
Hype Machine, which charts the popularity of songs online. “By doing something 
clever like this, you potentially limit how much your music would be featured on 
those services." 

The musicians fronting this movement, however, say the use of characters is 
largely aesthetic and note that their names aren't meant to alienate listeners. 
Some say they're simply speaking to an audience raised on the web. “Nothing's 
un-Googleable to a 14-year-old," says Chris Dexter, who performs as 0 O 0 OO. Art¬ 
ist 33^0^SR (pronounced “doppelganger") adds, “If people are in that witch- 
house network, they'll find what they're searching for via links. They don't need 
Google—they'll find the secret entrance." In other words, search engines are for CDs. 
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INNOVATION 

The All-New Nissan JUKE™ 
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The all-new sport cross. Nissan JUKE!“ Innovation for all. 
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Q&A:TARYN SIMON 


Shots in the Dark 


How one photographer exposes what s behind 
the scenes and below the radar. 






O hoto grapher taryn simon has spent the better 
part of the past decade crisscrossing the US in search of 
rarely documented, illicit, and sometimes brutal sub¬ 
jects. Her straightforward images capture everything 
from wrongly imprisoned men exonerated by DNA evidence to 
confiscated counterfeit watches to a mentally retarded tiger kept 
illegally in Arkansas. The Guggenheim Foundation fellow’s work 
has been shown at the Metropolitan Museum of Art and the Whit¬ 
ney Museum, among other venues. Gorgeously rendered but often 
grotesque, Simon’s photographs transform viewers into voyeurs. 


□ □ □ 
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text Rachel Somerstein 


For Contraband , your most recent 
project, you spent five straight days 
in the customs office at JFK, sleep¬ 
ing on an air mattress and photo¬ 
graphing 1,075 objects—from Cuban 
cigars to chicken feet—forbidden 
entry to the US. What did that expe¬ 
rience reveal to you? One result of 
that relentless documentation of sei¬ 
zures was an unexpected awareness 
of the overwhelming volume of black- 
market and counterfeit goods that 
are removed from economic circula¬ 
tion. The threat to the original implied 
by these products was interesting 
for me as a photographer, because 
photography is making a copy of 
something seemingly original or real, 
and here I was taking copies of cop¬ 
ies. The objects couldn’t cross cus¬ 
tom’s border, but the photographs 
could—and they could become com¬ 
modities in another economy. 

What was the most shocking or 
strange object that you encountered? 

A large bird corpse came through 
in a paper envelope with some other 
animal parts. I was told by customs 
that they get these occasionally for 
witchcraft purposes. 

American culture is obsessed with 
“underworlds.” Why? I don’t know 
how particularly American the ten¬ 
dency is; we’re all subject to that 
seduction. There is a universal, unde¬ 
niably seductive effect of something 
declared to be forbidden or secret. 

OK. So why is interest in the under¬ 
world so universal? Because it rep¬ 
resents an unknown. Attachment to 
the unknown is at the foundation of 
religious pursuits and even promoted 
by institutions, states, and govern¬ 
ments. Through the promotion of the 
unknown and the illusion of an answer 
beyond one’s reach, it’s easier to 
create a belief in institutional author¬ 
ity, security, or dependability. 

An American Index of the Hidden and 
Unfamiliar features images of objects 
and classified areas rarely seen by the 
public. Can you give an example of 
a site that wouldn’t let you in? Disney 
denied me access to its underground 
facilities. Considering all of the high- 
level, off-limit areas I was entering for 
this work, it was one of the last places 
I anticipated being barred from. That 
said, the company’s faxed letter was 
far better than any photograph I could 
have taken. Its closing read, "Espe¬ 
cially during these violent times, I per¬ 
sonally believe that the magical spell 
cast on guests who visit our theme 
parks is particularly important to pro¬ 
tect and helps to provide them with an 
important fantasy they can escape to.” 

















Make your business top of mind 

With Google AdWords, you can advertise to people 
searching for products and services that your business 
offers. Make your company or message stand out! 


Go gle AdWords 


Now get $75 


in advertising 

See reverse side for your 


free when you try Google Adwords. 

personalized coupon code. Sign up before it expires. 





















Be there when new customers 
are looking for you 

Advertise on Google 


What is Google AdWords? 

AdWords helps you connect with new customers at 
the precise moment they’re searching for products 
or services like yours. When people search for 
terms (called keywords) related to your business, 
they can find your ad in the right hand column. 


Your Ad Here 

See your ad on Google and our 
Partner Sites 

www.your-companys-site.com 



How to use your free advertising credit 

1. Go to www.google.com/adwords/75offer 
to create an account 

2. Follow the instructions to create your first 
campaign 

3. Enter the coupon code, located to the right, 
to use your $75 credit 

There’s no minimum budget required, and no 
obligation to continue after you’ve spent your 
coupon. Try it today! 


Why Advertise on Google AdWords? 

• Find new customers: reach people looking 
for your products and services online. 

• Advertise locally or globally: choose a 
specific city, state, country or the entire 
world. 

• Control costs: Pay only when people click 
your ad, with no minimum spend. Pause 
your campaign anytime. 


$ 75 

in Free 
Advertising 

See Terms and Conditions for more information. 


Go to www.google.com/adwords/75offer 
to redeem your coupon. 

| Coupon Code: 

C4RT-WPXR-XL9T-HVVH-6PA 

; Offer Expires on: 

I June 30, 2011 


FSC 
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Google AdWords 


Promotional credit must be applied to a new AdWords account within 15 days of creating the AdWords account and is valid only for new Google AdWords 
customers with self-managed signup accounts. Advertisers will be charged for all advertising that exceeds the promotional credit. Advertisers can 
suspend their ads anytime before the promotional credit amount is exhausted if they do not wish to receive additional advertising charges. Offer subject to 
ad approval, valid registration, and acceptance of the Google AdWords Program standard terms and conditions. The promotional credit is non-transferable 
and may not be sold or bartered. Offer may be revoked at any time for any reason by Google Inc. One promotional credit per customer. Advertisers with 
self-managed signup accounts are subject to a $5 (CAD10) activation fee and Advertisers who choose prepay billing are subject to a $10 (CAD20) 
minimum prepayment fee before their account is activated. Any such prepay amount will be credited to Advertiser's account once account is activated. 
However, these fees will be debited from the promotional credit if Advertiser's account was created after July 15,2010 - that is, you will not be charged the 
activation fee. Offer valid only for sign ups through the URL provided for the promotion by customers with a billing address in the US or Canada. Your use 
of this voucher and/or the promotional credit constitutes your acceptance of these terms and conditions. Offer void where prohibited by law. 



























everyone loves Underworld. But not everyone loves the 
same underworld. That word has been the title for an 827-page 
postmodern novel, a vampire-film franchise, a bit of Greek 
mythology, and a dance music group from the UK. Use this 
chart to navigate the subterranean pop-culture landscape. 


SHOWDOWN 


War of the ’ Worlds 




PLOY // UNDERWORLD // COMPARISON // 




























SIFTINGTHROUGH THE OPTIONS 


Uncommon Underwear 


PLRY // UNDERWORLD // FILTER // 


Caught with your pants down? Your 
second line of defense better be cool 
(and clean)—or at least amusing. 


H '■ 


© IceBreaker Bodyfit 200 

perfect for: The cold warrior 
geek factor: Don’t suffocate your 
gams in a synthetic sheath. Choose a 
base layer that exploits the warming— 
and breathing—capacity of nature’s 
finest insulation: New Zealand Merino 
wool. It’s like putting your timber 
wolf in sheep’s clothing, price: $75 


® ExOfficio Give-N-Go Boxer 

perfect for: The man in a suit¬ 
case geek factor: Travel like a pro 
with nylon drawers that dry over¬ 
night after a wash in the sink. Wash¬ 
ing too much trouble? No problem: 
They've been treated with a "Microbe 
Shield” to keep unfortunate odors 
(and itches) at bay. price: $19 


/^\ Smuggling Duds 

perfect for: The practical exhi¬ 
bitionist geek factor: Ever muscled 
up to the bar wearing only the finest 
clubbing briefs, only to realize your 
Visa is in coat check? These boxers 
have a stash pocket for keeping keys, 
condoms, and other valuables right 
next to the family jewels, price: $31 


® Blast Boxers 

perfect for: The lead grunt 
geek frctor : In the IED age, groin 
protection should be—but isn’t— 
standard-issue in the US military. 
These trunks feature Kevlar panels 
to deflect high-explosive blasts 
away from your DMZ. Also great for 
middle-school hallways, price: $86 
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THE BEST MOVIE 
OF THE YEAR 

Cos Angeles (times Sbe^Vut JJork Simcs 
THE NEW YORKER Sight&Sound ||' CHICAGO SUN-TIMES 
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“THE BEST MOVIE OF THE YEAR. 
THIS IS THE MOVIE THAT TOLD US 
WHO WE WERE THIS YEAR, THIS 
DECADE. IT GETS YOU DRUNK ON 
MOVIES AGAIN.” 



ON 2-disc BLU-RAY 
AND DVD JAN 11 th 


“THE BEST MOVIE OF THE YEAR. 
THIS YEAR’S CANT-STOP-TALK ING - 

ABOUT-IT sensation:’ 



the social network 


PG-13[PARENTS STRONGLY CAUTIONED S3- 


SEXUAL CONTENT. DRUG AND ALCOHOL 
_ USE AND LANGUAGE _ 


©2010 Columbia Pictures Industries, Inc. and Beverly Blvd LLC. All Rights Reserved. 









TUBAS AND ACCORDIONS, 

guns and cocaine. Welcome 
to the weird, violent world of 
narcocoiiidos, songs about and 
for Mexico's drug lords. The per¬ 
formers aren't the first musicians 
to identify with outlaws. But 
unlike the works of Johnny Cash 
or Biggie Smalls, the songs belted 
out by the cantantes de narco- 
corridos are often commissioned 
by cartel chiefs themselves. 
"They sound like country sing¬ 
ers and function like the wed¬ 
ding singer from The Godfather” 
says music writer Elijah Wald, 
who tracks the movement. Here 
are some of los mas famosos. 
Check out their hokey paeans 
to criminal mayhem on You¬ 
Tube, but be careful—the qual¬ 
ity is as uneven as cheap blow. 


El Movimiento 
Alterado 

A supergroup whose 
slick video "Sangui- 
narios del Ml” is a 
shout-out to a Sinaloa 
cartel chief with an 
accordion-backed 
chant of “We like to kill.’ 
Three million YouTube 
views and counting. 

SAMPLE LYRICS 
“Con un cuerno de 
chivo / y bazuka en la 
nuca / volando cabe- 
zas / a I que se a tra- 
viesa" (With an AK / 
and a bazooka taking 
aim/blowing off the 
heads / of whoever 
gets in the way) 


Los Tucanes 
de Tijuana 

So mainstream they 
wrote for the Ministry 
of Tourism and got 
Grammy noms; so mob- 
friendly they’re banned 
in their namesake city. 

SAMPLE LYRICS 
“Con un R-15 en mano /y 
un morral con granadas 
/ en cad a pierna una 
escuadra / ysu chaleco 
de may a / todo vestido 
de negro / listo para la 
batalla" (With an R-15 in 
hand / and a satchel of 
grenades / a pistol on 
each leg / and a bullet¬ 
proof vest / dressed in 
black / ready for battle) 


Mario “El Cachorro” 
Delgado 

His videos satirize 
cartel violence, 
replacing AKs with 
Super Soakers. 

SAMPLE LYRICS 
“Su cartel ya lo cono- 
cen / le llaman La 
Vecindad / los con- 
trarios por envidia / lo 
han querido asesinar / 
pero el ‘8’ no esta solo 
/ su gente sabe tro- 
zar” (His cartel is well- 
known / it’s called La 
Vecindad / His jealous 
enemies / want to 
take him out / but “8” 
isn’t alone/ his people 
are killers, too) 


Chuy 

Quintanilla 

This ex-police com¬ 
mander celebrates the 
thugs he once chased. 

SAMPLE LYRICS 
“Por ahise oyen las 
metra/las / ya no es 
tanta la viol end a / 
Todo esta bien contro- 
lado / Senores hagan 
conciencia / Hora que 
ya tomo el mando El 
Sehor Tony Tor men ta" 
(You can hear the 
machine guns/ but 
now the violence isn’t 
so bad / Everything 
is under control / Be 
careful / now that Tony 
Tormenta is in charge) 


Sergio 

“El Shaka” Vega 

In June, Vega was 
gunned down in his 
red Cadillac—one of 
at least eight singers 
killed since 2007. 
SAMPLE LYRICS 
“Guerrilleros, trafican- 
tes / tambien revolucio- 
narios / Dos pistoleros 
famosos / cuentan 
que ahf se junta ron. / Y 
much as viejas va/ientes 
/ muy elegantes l/ega- 
ron." (Warriors, smug¬ 
glers / revolutionaries, 
too / Two famous gun¬ 
slingers/tell of their 
fight/and many elegant 
women came to watch) 
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DOWN MEXICO WAY 


Gangsta Norteno 


Five artists who specialize in 
paeans to drugs and violence. 
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MANAGE YOUR WIRED 
WORLD ONLINE. 


A competency-based 
education means more 
bandwidth for life. 



Customer service is available at 

wiredmag.com/customerservice for managing your account: 

> Pay your bill 

> Change your address 

> Renew your subscription 

> Add/update your e-mail address 

> Give gift subscriptions 

> Report missed/damaged issues 

> Register for quick and easy access to your account 




WGU’s competency-based education lets you progress through your 
online program as you prove your knowledge of it. You have the flexibility 
to keep living your life, while staying on target to meet your career goals. 
It’s no wonder 94 percent of our graduates would recommend us. 


INSIDE THE VAULT 


Join host Cris Collinsworth in a new series exploring what 
inspires, excites, and drives today's man and see what new 
ground is uncovered, Inside the Vault Watch it anywhere, 
catch it anytime. 

Visit: insidethevault.tv 
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THE CLASSICS 

Mayhem for Dummies 


O he next time a TSA goon manhandles your junk, thank a 
writer named William Powell. His Anarchist Cookbook , which 
turns 40 this year, laid out how to build nitric acid explosives 
out of everyday objects, cook homemade nitroglycerin, and 
sabotage communications systems from the comfort of your home, all 
in concise, approachable language. It launched the era of the everyman 
bombmaker—and the notion that no one's above suspicion. 





,ducrioo 


W/lllAM 


Powell wrote the book as a 19- 
year-old antiwar activist, “pissed 
off,” as he would later write, “at 
the prospect of being drafted and 
sent to Vietnam to fight in a war 
that I did not believe in.” But the 
“secrets” he revealed were hidden 
in plain sight; he conducted most of 
his research at the New York Public 
Library—not exactly the stulf of 
WikiLeaks. And his instructions 
weren't always correct. (Smoking 
banana peels won't get you high, 
Spicoli.) Yet they were accurate 
enough, breezily written, and even 
encouraging (“making tear gas is 
so simple that anyone can do it”). 

Powell may have thought he was 
cooking up a homegrown revo¬ 
lution, but he ended up unleash¬ 
ing waves of violence beyond his 
wildest nightmares. Timothy 
McVeigh, Kip Kinkel, Puerto Rican 
separatists, and Croatian nation¬ 
alists have all been influenced by 
The Anarchist Cookbook. All the 
mayhem and notoriety would lead 
Powell, who now works on edu¬ 
cation issues in the developing 
world, to disown it. In 2000, he 
declared that he wanted the book 
taken out of circulation. 

But it wasn't his decision to 
make. Lyle Stuart, a provocateur 
and first amendment activist, 
bought the rights to the text when 
he first published the Cookbook. 
And he remained the tome's most 


The Anarchist Legacy 

Timothy McVeigh read The Anarchist Cook¬ 
book. So have abortion-clinic bombers, 
school shooters, and small armies of would- 
be revolutionaries—a sad cavalcade of crazies 
with twisted ideals and horrible ambitions. 
Here’s a timeline of DIY destruction. —M.H. 


1976 Croatian national¬ 
ists hijack a plane and 
plant a bomb in Grand 
Central Station, killing a 
police officer. The leader 
says he learned to make 
the bomb from The 
Anarchist Cookbook. 


1976 Phoenix hood 
John Adamson plants 
a car bomb that kills a 
reporter who has been 
investigating organized 
crime. Police find a 
copy of the Cookbook in 
Adamson’s apartment. 


1980 Police find the 
book, along with a list 
of 50 targeted business¬ 
men, in a New Jersey 
apartment used by 
Puerto Rican separatists 
who have set off more 
than 100 bombs. 












BLOW BY BLOW 

How to Ship Coke 


ardent supporter. When he sold 
his publishing company in 1990, 
he repurchased the rights to The 
Anarchist Cookbook to prevent 
the new publisher from letting it 
go out of print. He finally sold the 
rights in 2001, shortly after 9/11. 
(The two events were unrelated, he 
said. “We just needed the money") 
The company he sold it to, Ozark 
Press, still publishes it. 


any tony Montana wannabe can sneak 
a few grams of cocaine through customs. 
But what if your importing needs are a 
bit more ... ambitious? In his new book, 
I Am the Market, Italian journalist Luca 
Rastello shares the tricks of an Italian drug 
trafficker who routinely handled 1,200-kilo 
shipments of South America's finest blow. 
Here's how the scheme works.* 



Today, the book itself has become 
largely irrelevant, but not in the 
way Powell would have wished. PDF 
copies circulate on the Internet. 
Over the years, its instructions bled 
across electronic bulletin boards 
with names like the Temple of the 
Screaming Electron. Updated ver¬ 
sions appeared, penned by anon¬ 
ymous scribes such as the Jolly 
Roger and Exodus. “Anarchy Cook¬ 
book Version 2000/' for example, 
focuses not only on pipe bombs, 


O Choose a 

Shipping Method 

Sick of the nosy customs 
agents that come with air 
travel? Ship your stash 
by boat instead. The vol¬ 
ume of traffic shuffling 
through big ports makes 
it harder to find one 
nefarious shipment. For 
instance, some 190 mil¬ 
lion tons of cargo pass 
through the Port of Los 
Angeles each year, 50 
times what the world’s 
largest airport handles. 


© Pick a 

Trojan Horse 

You can hide nose candy 
inside anything from tree 
trunks to copper wiring. 
But shipments of granite 
can conceal a bigger 
stash. At $1,000 per 
cubic meter, it isn’t the 
cheapest option, but the 
mob will front you the 
dough. And when you’re 
done, you can donate 
the highly coveted build¬ 
ing material to Habitat 
for Humanity’s Restores. 


O Prep the 

Hiding Place 

Granite is tough, so you’ll 
need a diamond-tipped 
Hilti commercial drill to 
hollow it out. Soup up 
the motor to double 
the horsepower and 
extend the shaft to make 
it 5 feet long. Save time 
by requesting that the 
quarry precut your gran¬ 
ite into 12.5 x 5.25 x 4.25- 
foot blocks. Drill six holes 
in half of the blocks. Leave 
the others untouched. 


napalm, and dope growing but also 
hacking and phone phreaking (how 
quaint). And would-be terrorists 
can always Google “how to make an 
LED" and have a Home Depot-ready 
shopping list in seconds. 

But if you must have the classic 
black-bound text, you can pick it 
up from Amazon.com, Barnes & 
Noble, and plenty of other booksell¬ 
ers, as well as libraries everywhere. 
(Sorry, not available for Kindle.) 


O Stash the Stash 

The piston cham¬ 
ber of an old car engine 
is a great mold for shap¬ 
ing coca paste into 
cylindrical cakes with 
a 20-ton press. Place 
seven or eight cakes 
in each granite shaft 
and toss in some lead 
weights to compensate 
for the stone’s recent 
weight loss. Then 
carve discs from the 
untouched granite to 
cover the boreholes. 


© Hedge Your Bets 

Because you’ve 
drilled and filled only 
half of the granite blocks 
(or one third, if you’re 
really paranoid), there’s 
less of a chance that a 
random security check 
will stumble onto your 
product. Yeah, that’s 
wasting granite, but 
trust us: Your score will 
more than make up for 
it—a 1,200-kilo shipment 
should bring in up to 
$28 million. 


© Pick It Up 

Port officials tend 
to put containers bound 
for unfamiliar addresses 
through scanners, so 
make out the shipping 
docs to a big company. 
Then fly to the country of 
import and tell the cus¬ 
toms agent that your cus¬ 
tomer withdrew the order, 
but you found another 
buyer. Ask him to rewrite 
the invoices in your name. 
Voila: You can claim 
the shipment yourself. 


text Mathew Honan 


‘NOTE: RASTELLO’S SOURCE IS SERVING 22 YEARS IN PRISON ON DRUG-RELATED CHARGES. 


photographs Adrian Gaut 


text Steven Leckart 


// PRINT // 


1984 A New Jersey 
cop nabs two fugitives 
linked to the Weather 
Underground and 
the Black Liberation 
Army. In their car? 
Explosives, guns, and 
the Cookbook. 


1985 Police find a copy 
of the Cookbook in 
the storage locker of 
Thomas Spinks, who 
led a group of fanat¬ 
ics that bombed 10 
abortion-related facili¬ 
ties on the East coast. 


1993 A group of white 
supremacists is arrested 
for plotting to kill Rod¬ 
ney King. Their arsenal 
includes grenades, pipe 
bombs, and other weap¬ 
ons built following reci¬ 
pes in the Cookbook. 


1998 Kip Kinkel murders 
his parents then goes 
on a shooting spree at 
his Springfield, Oregon, 
school, killing two stu¬ 
dents and wounding 22. 
Earlier, he brought the 
Cookbook to school. 


2005 A search of the 
apartments used by the 
London 7/7 bombers 
yields explosives, an 
improvised detonator, 
and excerpts from the 
Cookbook on the 
shards of a broken CD. 























I F YOU’RE going BELOW the surface to capture system. The custom unit includes 
the hidden life of a coral reef, you want to get the first underwater housing for 
in close. Until now, though, 3-D cameras kept what's called a beamsplitter 3-D 
their operators at a distance: Imax rigs are very camera, which can capture tight 
bulky because of the waterproof housing needed macro shots but until now was used 
to hold the huge rolls of film. And typical digi- only on land. Roller also designed 
tal 3-D cameras have to stay about 6 feet from a a polarized dive mask that lets 
subject or the resulting image will make view- him review footage underwater 
ers queasy. But D. J. Roller’s Last Reef, out this in 3-D and make changes on the 
summer, features eye-popping ultra-close-up fly, thus maximizing his window of 

3-D shots of sea turtles, rays flying through the depths, and giant time for documenting the spawn- 

bubble-gum-pink sea anemones. *1 Roller learned his 3-D chops working ing. He’s thinking about licensing 

alongside James Cameron, so when he set out to film the annual mass the technology. Fingers crossed 

spawning of corals and the reef bleaching caused by rising ocean acidity, someone uses it to remake Jaws 

he and his partners took Cameron’s approach and developed their own 3-D with some gross-out closeups. 
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Manners Go Mobile. 



Introducing 

Conde Nast Traveler’s New Etiquette 101 App 
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DO THIS PUZZLE 


Lost Language 
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until the 20th century, most women in China were 
forbidden from using written language. So the women 
of Hunan Province developed a secret script, which they 
called Nii Shu (women's writing), composed of thousands 
of phonetic icons. Embroidering the italic alphabet on 
fans and clothing, the women passed it from generation 
to generation in defiance of societal norms. The last per¬ 
son who was proficient in the underground language 
died in 2004. You can get acquainted with Nii Shu charac¬ 
ters in the puzzle below, then use them to help spot any 
other coded languages you may find throughout the issue. 
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The 21 NO Shu cards above have been jumbled below. 
The top card is flipped over. Which character is it? 
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puzzle Mark 1. Gottlieb, Mike Selinker & Teeuvvyim Woodruff 


CAN’T HOLLYWOOD GET IT RIGHT?! 

Shoddy 

Shooting 


action hero: Drop 
the gun! Seriously. You’re 
going to hurt someone 
—and not the bad guy. 
You run with your finger 
inside the trigger guard, a 
recipe for accidental dis¬ 
charge. You load with the 
muzzle pointing at your 
face, your friends, and 
your junk—all things that 
do not need extra holes. 

In Sherlock Holmes, Jude 
Law uses a gun to shush 
Robert Downey Jr.! He 
puts the barrel of his pis¬ 
tol to his lips, finger on 
trigger. It’d be a shame to 
lose that nose. Oh, and 
special note to Angelina J. 
in Salt: How are you not 
deaf? Firing round after 
round from a rifle into a 
wall 2 feet away? What? 
What?! Seriously, hero, 
one of these days we’re 
going to pry that gun out 
of your cold, dead hands. 



illustration Jorn Kaspuhl 
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Enjoy an incredibly vivid and 

smooth HD visual experience with 

VISION Technology from AMD. 

• HD video plays smooth 
and clear 

• Faster Internet browsing with 
sharper, crisper images 

• Life-like gaming utilizing the 
latest graphics features for 
ultra-realism 

• Extended battery life for long 
1080 p video playback 

Get the right PC at shop.amd.com 
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AMDB 


The Ultimate Visual Experience. 1 ' 


© 2011 Advanced Micro Devices, Inc. All rights reserved. 

AMD, the AMD Arrow logo, The Ultimate Visual Experience, 
and combinations thereof are trademarks of Advanced Micro 
Devices, Inc. Other names are for informational purposes only 
and may be trademarks of their respective owners. PID 49318A 
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GET #1 RANKED TREND 
MICRO™ TITANIUM™ 
TODAY AND SAVE 20%. 
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j: MAXIMUM SECURITY 201 
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Trend Micro™ Titanium™ is ranked #1 for 
performance and protection. Unlike other 
security software, Titanium stops web threats 
in the cloud before they reach you. The result 
is better protection that uses less memory so 
it won't slow your PC down. It's the same 
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THE NOT-SO-GREAT BEYOND 


You Can’t Beat the Devil 


Why Hollywood always makes going to heaven look so unappealing. 


O ome of history’s most famous fiction—think Homer’s 
Odyssey or the myth of Orpheus and Eurydice—tells the tale 
of a hero’s journey to the underworld. These stories have sur¬ 
vived and inspired through the ages because they’re epics 
of adventure and wonder set against a backdrop that we find endlessly 
fascinating. But nowadays the afterlife is box-office poison. Take two 
recent films by directors known for wowing both the critics and the 
masses: Clint Eastwood’s Hereafter and Peter Jackson’s The Lovely Bones. 
Both attempted a serious depiction of life after death. Both bombed. 


Jackson had previously done justice to 
the geek bible, the 1,200-page LotR trilogy, 
convincing jaded 21st-century viewers that 
New Zealand was actually Middle-earth. But 
adapting Alice Sebold's slender, best-selling 
novel about how heaven looks to a young 
girl vanquished him. Jackson explained to 
Variety how tricky it was to portray that 
mythic place: “It has to be somehow ethereal 
and emotional, but it can't be hokey.” If you 
trust Metacritic, he failed that balancing act. 

You may consider the task impossible. In 
his pan of the film, Roger Ebert provided a 
very specific description of what paradise 
isn't: “Heaven—by definition outside time 
and space—would have neither colors nor a 
lack of colors, would be a state with no sen¬ 
sations. Nor would there be thinking there, 
let alone narration.” Lotsa luck filming that! 

It's not simply a challenge to visualize the 
ineffable; it's also hard to spin an involving 


story about what happens after you die. Try 
to think of a really good movie that doesn't 
play the afterlife for laughs. There isn't one. 
(Joel Schumacher's Flatliners, really? What 
Dreams May Come, with Robin Williams wad¬ 
ing through lakes of paint?) The typical film 
about the realm of the dead is a better brief 
for new atheism than anything dreamed up 
by Richard Dawkins or Christopher Hitchens. 

The only cinematic visions of the after¬ 
life that are worth a damn are the ones that 
depict damnation. As long as your hero goes 
to hell, the audience stays engaged. Move 
the story upstairs, though, and God help 
you. This was true well before Jackson saw 
the light. The first volume of Dante's Divine 
Comedy, in which the poet visits hell, has cap¬ 


tured the public imagination for 
centuries and continues to inspire 
film (and even videogame) adap¬ 
tations. But the second and third 
portions, which depict purgatory 
and heaven, are known mostly to 
literary scholars. (Many transla¬ 
tors call it quits after the Inferno.) 

Hell has proven useful to film¬ 
makers looking for spectacle or 
a great villain. But heaven, which 
would seem like a great source of 
the kind of happy ending Holly¬ 
wood loves, simply lacks drama. 
(There's a reason the words “And 
they lived happily ever after'' 
appear right before the credits 
roll— happily ever after is boring.) 

Yet painting and music have 
long evoked a sense of awe at the 
prospect of the divine. So it's not 
a hopeless task for artists. (Have 
you heard of Michelangelo? Han¬ 
del's “Messiah”?) Shouldn't movie¬ 
makers be able to do the same? 

The infinite canvas of digital 
filmmaking has made it possible. 
Thanks to the magic of greenscreen 
and motion-capture, things with 
no referent in reality—like the Thunder- 
smurfs and floating islands of Avatar—feel 
as if they've come to life. Increasingly, movie¬ 
making can realize the wildest visions of 
sci-fi and fantasy. And what is more unreal 
than the ecstasy that so many people dream 
they'll find in the hereafter? Now that direc¬ 
tors have the tech to make the ethereal cor¬ 
poreal, one of them may film a Sistine Chapel 
for the new millennium. 

So let's get going. Looking for your next act, 
James Cameron? Want to make your mark 
on history? Heaven can't wait. D3 
/////////////////^^^^ 

chris suellentrop (chris.suellentrop 
@gmail.com) is a story editor at The New 
York Times Magazine. 
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The Mafia, la Cosa Nostra, the Yakuza, Mexican cartels—the underworld is ruled 
by a complex network of criminal groups. Here’s how they fit together. 



Flow of Transnational Organized Crime 


Just how organized is 
organized crime? Think 
of it as the world’s 
largest and most illicit 
social network. Modern 
organized crime has, 
for the most part, 
done away with the 
kind of hierarchical 
structures the Mafia 
once favored—capos, 
dons, lieutenants, 
and so forth—and 
has embraced local, 
just-in-time, ad 
hoc networking to 
solve problems or 
exploit opportunities. 
Transnational 
organized crime—that 
is, cooperative activity 
between criminal 
groups in various 
nations—is estimated 
to be a $2 trillion 
industry, larger than 
the economy of Spain. 
Its constant cycling 
of drugs, people, 
and counterfeit 
merchandise 
represents a shadow 
market that spans 
five continents. 
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THE PLAYERS 
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CARTELS 

The Tijuana. 
Juarez, Pacific, 
and Gulf cartels 
bring Colombian 
cocaine north. 
They’re cur¬ 
rently engaged 
in an all-out war 
with the Mexican 
government. 


NORTE DEL 
VALLE 

It was once 
Colombia’s lead¬ 
ing drug cartel. 
Now its leader¬ 
ship has been 
mostly disman¬ 
tled, and cocaine 
is smuggled pri¬ 
marily by smaller 
organizations. 


LR COSO 
NOSTRO 

A US group still 
tied to its Italian 
Mafia anteced¬ 
ents. Involved 
in labor rack¬ 
eteering, money 
laundering, 
cybercrime, and 
drug and ciga¬ 
rette smuggling. 


NIGERION 

ORGANIZED 

CRimE 

Inventors of the 
419 bank scam. 
Nigerian work¬ 
ers in South 
Asia give the 
mob street-level 
access to 90 
percent of the 
world’s heroin. 


ITALIAN 

mono 

The mob 
against which 
all others are 
judged.Today 
it’s whacking 
fewer people 
but still launder¬ 
ing money and 
smuggling her¬ 
oin and arms. 


ALBANIAN IT10B 

Criminals across 
this region com¬ 
prise one of the 
world’s largest 
organized crime 
groups. This 
mob provides 
drugs, arms, 
sex workers, 
and cigarettes 
globally. 


ISRAELI 

mAFIA 

Nonhierarchical 
and egalitar¬ 
ian, the group 
includes Arabs 
and, increas¬ 
ingly, Russians. 
One of the 
world’s larg¬ 
est ecstasy 
traffickers. 


RUSSIAN 

mAFIA 

Career criminals 
who cozied 
up to govern¬ 
ment officials 
after the Soviet 
Union’s collapse. 
Eastern Europe 
has become a 
hub for human 
trafficking. 
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YAKUZA 

Historically 
composed of 
low-caste Japa¬ 
nese peddlers, 
the Yakuza bills 
itself as the 
protector of 
ordinary people. 
Today it may be 
up to 10 percent 
ethnic Koreans. 


FILIPINO 

ORGANIZED 

CRimE 

Many women 
who apply for 
entertainer visas 
to leave the 
politically unsta¬ 
ble Philippines 
are smuggled 
into prostitution 
rings. 


RED UJA 

Originally part 
of the Burmese 
Community 
Party’s military, 
the Red Wa 
now produces 
and exports 
methampheta- 
mine and heroin 
on the Myanmar- 
Thailand border. 


CAmBODIAN 

ORGANIZED 

CRimE 

Authorities are 
reluctant to crack 
down on traffick¬ 
ing abuses in 
this group’s sex 
industry because 
it attracts tour¬ 
ists and their 
money. 


TRIADS 

With tens of 
thousands of 
members, these 
Hong Kong- 
based gangs are 
active in loan 
sharking, car 
theft, protec¬ 
tion rackets, and 
other criminal 
enterprises. 


HEIJIN 

Taiwanese gang¬ 
sters get more 
done when they 
head multina¬ 
tional corpora¬ 
tions and run for 
office. About a 
third of the gov¬ 
ernment’s officials 
are current or for¬ 
mer members. 


JAOPHO 

Primarily ethnic 
Chinese who live 
in Thailand, it 
specializes in the 
use of legitimate 
businesses as 
fronts for crime 
and infiltration 
of the police, 
military, and 
government. 
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CRimE. 
ORGANIZED: 
GOODS a 
SERVICES 


The business of organized crime varies widely— 
in scope and profitability. Drugs earn the most and 
cause the most violence. 
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$38 billion 

BRINGING COCAINE 
TO NORTH AMERICA 


$20 billion 

BRINGING HEROIN 
TO EUROPE 


$3.5 billion illicit 
TIMBER FROM 
SOUTHEAST ASIA 


$1.6 billion 

COUNTERFEIT 

MEDICINE 


$1.25 billion TRAF¬ 
FICKING HUMANS TO 
EUROPE 


$13 billion 

BRINGING HEROIN 
TO RUSSIA 


$1 billion 

IDENTITY THEFT 


$250 million 

CHILD 

PORNOGRAPHY 


BRINGING COCAINE 


$150 million smug 
GLING MIGRANTS 
FROM AFRICA 


$8.2 billion 

BRINGING 
COUNTERFEIT 
GOODS TO EUROPE 


$100 million 

MARITIME PIRACY 


$62 million bring 

ING IVORY TO ASIA 


$6.6 billion 

SMUGGLING 
MIGRANTS FROM 
LATIN AMERICA 


$33 million moving 

FIREARMS FROM 
EASTERN EUROPE 


$28 million 

OTHER 


HumnN 
TRAFFICKING 

Tens of thousands of 
people are forcibly 
removed or lured from 
their homes every 

year—one study shows OTH[ 

that 127 countries 
reported having human 
trafficking victims, 
and 137 nations 
reported people being 
taken. The two main 
purposes: forced 
labor and sexual 
exploitation. 
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HEROIN 

Numbers for heroin are 
hard to come by. Esti¬ 
mates of production are 
higher than those for 
consumption, and even law 
enforcement seizures don’t 
account for the difference. 
What is known is that, tak¬ 
ing into account hepatitis 
and HIV/AIDS contracted 
through shared needles, 
heroin is the world’s most 
dangerous street drug. And 
since the 1980s, 89 percent 
of production has shifted 
to Afghanistan. 


WORLD'S BIGGEST 
HEROIN PRODUCERS 


GLOBAL HEROIN 
CONSUmPTION (377 TONS) 


MYANMAR & 
LAOS 

44 tons 



RUSSIA 77 tons 


AFGHANISTAN 

419 tons 


SOUTH & SOUTH¬ 
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AFRICA 26 tons 
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three hours outside Bucharest, Romanian National Road 7 begins a gentle ascent into the foothills of 
the Transylvanian Alps. Meadowlands give way to crumbling houses with chickens in the front 
yard, laundry flapping on clotheslines. But you know you’ve arrived in the town of Ramnicu Valcea 
when you see the Mercedes-Benz dealership. *1 It’s in the middle of a grassy field, shiny sedans 
behind gleaming glass walls. Right next door is another luxury car dealership selling a variety of 
other high-end European rides. It’s as if the sheer magic of wealth has shimmered the glass-and- 
steel buildings into being. *1 In fact, expensive cars choke the streets of Ramnicu Valcea’s bustling 
city center—top-of-the-line BMWs, Audis, and Mercedes driven by twenty- and thirtysomething 
men sporting gold chains and fidgeting at red lights. I ask my cab driver if these men all have 
high-paying jobs, and he laughs. Then he holds up his hands, palms down, and wiggles his fingers 
as if typing on a keyboard. “They steal money on the Internet,” he says. *1 Among law enforce¬ 
ment officials around the world, the city of 120,000 has a nickname: Hackerville. It’s something 
of a misnomer; the town is indeed full of online crooks, but only a small percentage of them are 
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actual hackers. Most specialize in ecommerce scams and 
malware attacks on businesses. According to authorities, 
these schemes have brought tens of millions of dollars 
into the area over the past decade, fueling the develop¬ 
ment of new apartment buildings, nightclubs, and shop¬ 
ping centers. Ramnicu Valcea is a town whose business 
is cybercrime, and business is booming. 
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Ramnicu Valcea has only about 120,000 residents, but among 


perts around the world, it has a nickname: Hackerville. 


The town is full of online crooks who cruise the streets 


in expensive European cars. 




at A restaurant in a neighborhood of apartment build¬ 
ings and gated bungalows, I meet Bogdan Stoica and 
Alexandru Frunza, two of just four local cops on the 
digital beat. Stoica, 32, is square-shouldered and stocky, 
with a mustache and prominent stubble. His expression 
rarely changes. Frunza, 29, is tall and clean shaven. He's 
the funny one. “My English will improve after I have a 
few beers," he says. We sit at a table on the edge of a 
big courtyard, piped-in Romanian pop music blaring. 

Stoica and Frunza grew up in Ramnicu Valcea. “The 
only cars on the streets were those made by Dacia," 
Stoica says, referring to the venerable Romanian car- 
maker. Access to information was limited, too: Week¬ 


day television consisted of two hours of state-run 
programming, mostly devoted to covering the dictator, 
Nicolae Ceau§escu. “We had half an hour of cartoons 
on Sunday," Stoica says. 

In 1989, a revolution that began with anti-government 
riots ended with the execution of Ceau§escu and his 
wife, and the country began the switch to a market econ¬ 
omy. By 1998, when Stoica finished high 
school and went off to the police acad¬ 
emy in Bucharest, another revolution 
was beginning: the Internet. Ramnicu 
Valcea was better off than many towns 
in this relatively poor country—it had a 
decades-old chemical plant and a mod¬ 
est tourism industry. But many young 
men and women struggled to find work. 
No one really knows how or why 
those kids started scamming people on the Internet. 
“If you find out, you let us know," says Codrut Olaru, 
head of Romania's Directorate for Investigation on 
Organized Crime and Terrorism. Whatever the rea¬ 
son, online crime was widespread by 2002. Cybercafes 
offered cheap Internet access, and crooks in Ramnicu 
Valcea got busy posting fake ads on eBay and other 
auction sites to lure victims into remitting payments 
by wire transfer. Eventually, FBI agents in the US and 
Bucharest started to get interested. 

In the early days, the perpetrators weren't exactly 
geniuses. One of the first cases out of the region involved a 
team based in the neighboring town of Pite§ti. One crook 
would post ads for cell phones; the other picked up the 
wired money for orders that would never ship. The two 
men had made a few hundred dollars from victims in the 
US, and the guy receiving the cash hadn't even bothered 
to use a fake ID. “I found him sitting in an Internet cafe, 
chatting online," says Costel Ion, a Pite§ti cop who had 
been working the cybercrime beat. “He just confessed." 

But as in any business, the scammers innovated and 
adapted. One early advance was establishing fake escrow 
services: Victims would be asked to send payments to 
these supposedly trustworthy third parties, which had 
websites that made them look like legitimate compa¬ 
nies. The scams got better over the years, too. To explain 
unbelievably low prices for used cars, for example, a 
crook would pose as a US soldier stationed abroad, with 
a vehicle in storage back home that he had to sell. (That 
tale also established a plausible US contact to receive 
the money, instead of someone in Romania.) In the early 
years, the thieves would simply ask for advance pay¬ 
ment for the nonexistent vehicle. As word of the scam 
spread, the sellers began offering to send the cars for 
inspection—asking for no payment except “shipping." 

The con artists got even sneakier. “They learned to 
create scenarios," says Michael Eubanks, an FBI agent 
in Bucharest. “We've seen email between criminals 
with instructions on how to respond to different ques¬ 
tions." The scammers started hiring English speakers 

















to craft emails to US targets. Specialists emerged to 
’ occupy niches in the industry, designing fake websites 
or coordinating low-level confederates. 

By 2005, Romania had become widely known as a 
haven for online fraud, and buyers became wary of send¬ 
ing money there. The swindlers adapted again, arranging 
for payments to be wired to other European countries, 
where accomplices picked up the cash. A new entry 
level evolved, people who'd act as couriers and money 
launderers for a cut of the take. These money mules 
were called arrows, and their existence elevated Ram- 
nicu Valcea to a hub of international organized crime. 

Many arrows were Romanians living in Western 
Europe and the US; some were youngsters from Ram- 
nicu Valcea who had moved overseas expressly for the 
job. They'd go to wire transfer offices to collect remit¬ 
tances from victims, then turn around and wire that 
money—minus a commission—to Ramnicu Valcea or 
to other arrows in the network. The system served as 
a kind of firewall, making it much more difficult for law 
enforcement to track the masterminds. 

Back home, the local police were starting to realize they 
needed people on the cybercrime beat full-time. Frunza, 
who'd studied informatics in high school before attend¬ 
ing the police academy, was working drug cases in Bucha¬ 
rest when he decided to come home. He ended up joining 
Stoica on the hunt for online con artists. The two learned 
that suspects expect leniency from the police because 
their crimes target only foreigners. "The guys will often 
say, T am not stealing from our countrymen,'" Frunza 
says. "But a crime is a crime. You have to pay for it." 

Nowadays, Stoica and Frunza occasionally find 
themselves investigating a childhood acquaintance 
or, conversely, running into known criminals in social 
situations. Frunza used to play on the same soccer team 
as a suspect who was under surveillance. Those con¬ 
nections have helped the two cops pose a formidable 
challenge to the industry. 

A little after 11 pm, Stoica hushes our conversation 
and tells me to turn around and check out a table across 
the courtyard, where a small group of flashily dressed 
young men has just arrived with two blond women who 
seem barely out of their teens. The men are all under 
investigation. "It's a small city," Stoica says. 


DEFINING THE TOWN CENTER of Ramnicu Valcea is a tower¬ 
ing shopping mall that looks like a giant glass igloo. The 
streets are lined with gleaming storefronts—leather 
accessories, Italian fashions—serving a demand fueled 
by illegal income. Near the mall is a nightclub, now 
closed by police because its backers were shady. New 
construction grinds ahead on nearly every block. But 
what really stands out in Ramnicu Valcea are the money 
transfer offices. At least two dozen Western Union 
locations lie within a four-block area downtown, the 
company's black-and-yellow signs proliferating like 
the Starbucks mermaid circa 2003. 

Driving past a block of low-rise buildings with neatly 
trimmed hedges, Stoica notes a couple of apartments 
owned by people currently under investigation. "I don't 
know if the people of Ramnicu Valcea are too smart or 
too stupid," Stoica says grimly. "They talk a lot to each 
other. One guy learns the job from another. They ask 
their high school friends: 'Hey, do you want to make 
some money? I want to use you as an arrow.' Then the 
arrow learns to do the scams himself." 

It's not so different from the forces that turn a neigh¬ 
borhood into, say, New York's fashion district or the 
aerospace hub in southern California. "To the extent 
that some expertise is required, friends and family 
members of the original entrepreneurs are more likely 
to have access to those resources than would-be crimi¬ 
nals in an isolated location," says Michael Macy, a Cor¬ 
nell University sociologist who studies social networks. 
"There may also be local political resources that pro¬ 
vide a degree of protection." 

Online thievery as a ticket to the good life spread 
from the early pioneers to scores of young men, infect¬ 
ing Ramnicu Valcea's social fabric. The con artists were 
the ones with the nice cars and fancy clothes—the local 
kids made good. And just as in Silicon Valley, the clus¬ 
tering of operations in one place made it that much 
easier for more to get started. "There's a high concen¬ 
tration of people offering the kinds of services you need 
to build a criminal scheme," says Gary Dickson, an FBI 
agent who worked in Bucharest from 2005 to 2010. "If 
your specialty is auction frauds, you can find a money 
pick-up guy. If you're a money pick-up guy, you can find 
a buyer for your services." 
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stoica and frunza both complain that they're fighting 
an unstoppable tide with limited resources. But they 
haven't been entirely unsuccessful—in fact, the 2008 
case that first revealed the anatomy of Ramnicu Valcea's 
fraud networks stemmed from Stoica's investigation of 
a young entrepreneur named Romeo Chita. 

Stoica says Chita started out as an arrow in the UK, 
and he was good. He moved up the ranks and eventu¬ 
ally hired a few friends to establish his own ring. The 
Romanian authorities began investigating him in 2006, 
when he started buying new cars every few months and 
going to clubs every night with no apparent source of 



legitimate income. Chita launched an Internet service 
provider called NetOne, which authorities believe he 
was using as a shelter for fraudulent activity. When cops 
wanted to identify his customers, Stoica says, Chita usu¬ 
ally told them that NetOne didn't keep records. 

In January 2008, an informant gave Stoica the cell 
numbers of two men working for Chita. The police tapped 
the phones, and the next day one of the men sent Chita 
a text message with money transfer control numbers— 
unique numeric sequences required to pick up cash. 
Stoica and his team followed up with surveillance of 
Chita and his associates, l continued on page 124 
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I am obsessed by deception. I 
study it. I read about it. I write 
about it. I diligently practice 
sleight-of-hand techniques used 
to fleece the unwary. I collect 
books and images of scammers, 
rogues, and hustlers. 

I make a distinction between 
hard and soft crime. Soft crime 
is about smarts, not violence. 

For my money, weapon-wielding 
thugs can't compare to the guy 
who can switch a diamond for a 
zircon. I am interested in cheating 
you at blackjack, not in beating 
you with a blackjack. Here follow 
some favorite demimondaines 
and demimondudes. 
//////////////^^^^ 

ricky jay is a sleight-of-hand 
artist , an actor ; and the author 
of the forthcoming Celebrations 
of Curious Characters. All of the 
images for this article are from 
his personal collection. 


CON ARTIST: Hans Eilman,Chicago, 1914 














































HUNGRY JOE 

SPECIALTY: Roping I III III III mill! IIIIIIII llllill i 



I AM FORTUNATE to pOSSeSS 
an ephemeral and distinctly 
rare pulp biography from 
1885, The Life of Hungry Joe, 
King of the Bunco Men. 

There is little doubt that 
Joe—by whom I mean Fran¬ 
cis J. Alvany (he had many 
an alias: Joe Lewis, Henry Post, Charles Clayton, Lou Alcaser, 
W. C. Howard, and the irresistible John Jacob Astorhouse)— 
was a talented “steerer” or “roper” for various swindles. Joe, 
as we shall call him, if not the only King of the Bunco Men 
(superlatives being as carelessly tossed about in the 1880s 
as they are today), was nonetheless a famous dude in the 
burgeoning cultural collaboration of crime and celebrity. 

Although not taxed by verisimilitude, the monograph does 
proffer the occasional insight about its protagonist—for exam¬ 
ple, “he never had a sincere friend and never was one himself.” 
More important, it ascribes to Joe the famous line “There's a 
sucker bom every minute.” This saying, usually attributed to P. T. 
Barnum, may have been originated by the notorious gambler- 
politician Mike McDonald or “Paper Collar” Joe Bessimer, but 
the ascription to Hungry Joe, I proudly reveal here, precedes by 
some 13 years the earliest appearance in print previously cited. 


Hod 

Bacon 


WITH A MONIKER less engaging to modern sensibilities than, say, 
"Jimmy the Sniff" Vitalore, a name like "Hod" Bacon presages 
some daft delight. He flourished with various mobs in the 1 870s 
and 1 880s. This portrait of the prepossessing Bacon conveys 
his "fair complexion, whiskers tinged with gray and an affable 
and pleasant manner with good address." 

Philip Farley, the New York detective who penned Criminals of 
America in 1 876, discoursed on the importance of appearance 
in a confidence man. Clothes, for instance, should be elegant but 
nothing to "shock his victim by its brilliancy or singularity ... He 
avoids everything that is loud or remarkable in dress, studying 
more to attain an easy respectability in effect than the assump¬ 
tion of a man of fashion. A touch of gray in his side whiskers is 
a great advantage to him, and a bald head [worth] a fortune," 
wrote Farley, as if he were star¬ 
ing at a likeness of Bacon. 


SPECIALTY: 

Emigrant 

swindling 



HOD BACON. 
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Of the many exploits attributed to Joe, none is more famous than his scamming 
of Oscar Wilde. The men met at the end of Wilde's successful American lecture 
tour in December 1882. Pretending to be the son of a famous banker, Joe lured the 
young poet to a Banco game (Eight Dice Cloth, a precursor to the “count store” 
rackets still encountered on Canal Street today in which the con man's lightning- 
fast and fraudulent addition results in the mark's demise). Joe fleeced him of all 
his cash and three checks on which Wilde had the hindsight to stop payment. 

If that was his most famous exploit, none was more revealing than Joe's jail stint 
for bilking an English tourist in a Three Card Monte game on, yes, Canal Street. In 
the midst of the hustle, Joe was apparently so blinded by the Brit's bankroll that 
he dispensed with all subtlety, grabbed the cash, and ran away. We must there¬ 
fore question the judgment, the skills, and the billing of “Hungry Joe, King of the 
Bunco Men,” but we love his moniker, and his coat, and his eyes. Oh, those eyes. 


















Successful confidence men, he noted, were irresistibly charming: "At a steamboat 
landing or railroad depot there is not another more diffident or retiring man in the 
world ... he can joke with the servants, play with the children and wish you God 
speed on your journey ... you wonder atthegeniusand concentrated power of the 
man ... Of all the different types of thieves, this is the purest." 

Farley omitted from his survey a particularly scandalous specialization that had 
already become part of the grifters' repertoire. Bacon and his cohorts, especially 
Patrick Ward, George Thomas, and "Pop White," came to be known as "emigrant 
swindlers." They would target workers returning home with every penny of savings 
from years of hard labor. To initiate the swindle, the members of the mob would feign 
familiarity, even persuading some of their victims that they had been neighbors in 
"the old country." According to The New York Times, Ward was "greatly aided by his 
appearance and make-up, which made him appear like a newly-landed Irishman." 

The nonviolent nature of such con games belies collateral damage. A retired 
farmer trimmed of his $7,000 life savings in a Philadelphia railroad station was 
said to have shortly thereafter "died of grief." 
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specialty: Badger Game 


gertie MiLLER(alias: Sadie White) 
was arrested on August 8,1907. A 
handsome black woman with deli¬ 
cate features, she is photographed 
on her Bertillon card in a self- 
effacing chemise and chapeau. 

On the verso of the card her crime 
is described by the single hand¬ 
written word Badger. For the police, 
this would designate her crime as 
the Panel Racket or Badger Game, 
a venerable scam with many var¬ 
iations. A comely woman like Ms. 
Miller or a streetwalking “profes¬ 
sional” was an essential element 
in this con. A woman flirted with 
a potential mark and lured him to a 
specially modified house or hotel. 
The girl made a show of carefully 
bolting several locks before com¬ 
mencing with business. In midpas¬ 
sion the room was infiltrated by 
the girl’s accomplice, who entered 
via a secret panel in the wall or door. 
He divested the sucker’s clothing 
of all its money and effected his 
escape undetected. If, while dress¬ 
ing, the sucker tumbled to the theft, a 
search of the room or 
the girl would prove 
futile. Another version 
of the crime relied 
on the enactment of 
a marital drama. The 
mark was startled 
to find the enraged 
"husband” of the girl 
in the locked room. 
The husband’s anger 
was assuaged only by the immedi¬ 
ate payment of all of the sucker’s 
cash. Fearing violence, or the reper¬ 
cussions of his own misconduct, 
the sucker complied. 

“Chicago May” Sharpe, some¬ 
times called the Queen of the Bad¬ 
ger Racket, created an impromptu 
pastiche. When jostled by a rough 
client, she took advantage of an 
open window and “accidentally” 
defenestrated the john’s trousers 
containing his wallet. While he 
looked to the street lamenting his 
ill luck, she set off to recover the 
cash, leaving the mark in his boxers 
unable to pursue. 
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Bertha 

Heyman 


specialty: Seduction 


c 

( THECONFIDENCEQUEEN Bertha 

* Heyman was one of a notorious 

group of gals who passed them¬ 
selves off as women of wealth 
and substance—swindlers who 
fabricated their lofty status to reap financial perks and privileges. 

One would be mistaken to assume that these women were sexy, 
sultry, and slight—numerous examples give the lie to this supposi¬ 
tion. Patter and personality were just as dangerous. The annals of 
the con reveal substantial conquests made by women considered 
plain or downright unattractive: the “stocky” Madame Humbert, 
octogenarian Ellen Peck, “substantial” Swami Elena Horos, and the 
subject at hand, “Big Bertha,” born Bertha Schlesinger in Prussia, 
who took the name Heyman from her second husband. 

Bertha’s appearance was apparently a matter of some disagree¬ 
ment. The newspaper that dismissed her as “a stout gross look¬ 
ing woman” had complimented her only a few weeks earlier on her 
“somewhat pleasing face.” In Mys¬ 
teries of Police and Crime, Arthur 
Griffiths portrays her as "a lady of the 
same smart appearance and engag¬ 
ing manners.” While these attributes 
are at least minimally discernible in 
the portrait from 
the colored tobacco 
card at right issued 
in 1888, she appears 
considerably less 
appealing in a photo 
at left taken seven 
years earlier, eventu¬ 
ally published by the 
famous detective 
Thomas Byrnes. One 
can barely make 
out the four moles on 
her right cheek that 
he singles out as her distinguishing 
feature. Byrnes acknowledged Bertha 
as “one of the smartest confidence 
women in America.” 

Her endless scams were devised 
to elicit various sums from men— 
usually because of an alleged prob¬ 
lem in accessing her great fortune. 

She told her own attorney she was 
worth $20 million but wanted to con¬ 
ceal this knowledge from her disso¬ 
lute husband—the millions and the 
husband were fictions she concocted 
to scam the lawyer. 

After an arrest in Paterson, New Jer¬ 
sey, she boasted to The New York 
Times: “The moment I discover a man’s 
a fool I let him drop, but I delight in get¬ 
ting into the confidence and pockets 
of men who think they can’t be ‘skinned.’ 

It ministers to my intellectual pride.” 
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ABEGREENTHAL 


specialty: Picking pockets 


in a career spanning some 40 years, Abe 
“the General” Greenthal was acknowledged as 
one of the most expert pickpockets in America. 
He plied his trade until the late 1880s as head 
of a gang (including his brother, Harris, and 
Bendick “the Cockroach” Gaetz) known as the 
Sheeney Mob. Unlike most pickpockets, whose 
purview tended to be local or regional, they cut 
a wide swath across the country. 

The relationship between crime and ethnicity 
is intimate and long-standing (in anticipation 
of racial profiling, a 20th-century manual by a 
high-ranking law enforcement official catego¬ 


rized specific cons as Italian, Negro, 
Gypsy, Filipino, and so on). The pick¬ 
pocketing pedigree of Jews is based 
largely on the character of Fagin in 
Dickens' Oliver Twist, first published 
in 1838. Although Dickens (responding 
to criticism) excised many of the anti-Semitic 
references in subsequent editions, the ethnic 
link lingered. Dickens had likely patterned the 
character of Fagin after Ikey Solomons, who was 
convicted of theft in 1810 and achieved notori¬ 
ety as the subject of at least three contemporary 
monographs. Solomons, like his fictional coun¬ 
terpart and Abe Greenthal, made the transition 
from pickpocket to fence. Fagin's trial is almost 
certainly based on Solomons' real encounter 
with the law. 

The con mob usually consists of two or more 
players: the “stall” or “stalls” who point out 


and position the mark for the score, and the 
man who takes the money. The movement 
of these players can be beautifully choreo¬ 
graphed, but it is the sheer talent of the tool, 
the wire, the hook, the mechanic, the dip, the 
claw, or the canon—all canting terms for the 
actual pickpocket—that adds romance and 
intrigue to what otherwise might be consid¬ 
ered a low-level subgenre of crime. The act of 
insinuating fingers into the pocket of a victim 
requires considerable skill and audacity—and 
it's far more terrifying to be caught with one's 
hand in a pocket than in a till. 

A slim 1906 volume entitled Pickpockets I 
Have Met offers this attractively succinct 
description of the crime: “The modus ope- 
randi by which the property of one party is 
transferred to the possession of another with¬ 
out the accompaniment of a warranty of title.” 



GAZE UPON THE conan-coiffed William Moon. Is he a bewildered 
supplicant repenting a life misspent, or is he seeking heavenly aid 
in selecting his next mark? Five foot nine, of stout frame and "polite 
address," this specialist in crime was a "pocketbook dropper." 

In one of its myriad forms, the "dropper and finder" racket 
has rarely been out of circulation since such indiscretions were 
recorded. The perpetrator of the swindle first directs the mark's 
attention to a wallet (or other valuable object such as a ring or 
suitcase) on the ground 


and inquires if the sucker 
has dropped it. Cupidity may prompt the mark to say yes, in which 
case the con man will ask for a reward for his kindness. Or a wallet 
with real bills might be given to the pigeon but then switched with 
an identical model containing either counterfeit or cut paper. In 
every case an accommodation benefiting the con man and debili¬ 
tating the mark is made. 

In yet another plot the men adjourn to a local bar to celebrate 
their good fortune. The mark is lured into a well-orchestrated game 
of chance that separates him from his newly acquired assets and 
a good deal more. 

As early as the 16th century, a "ring-faller" would have a copper 
ring plated in gold and would then drop it strategically on the street. 
As soon as a mark bent to reach for the prize the con man would 
shout "half-part" (as kids in Brooklyn we would have cried "half- 
sies") and demand his share of the prize. The men would debate 
the value of their find, and as the ring looked expensive, the mark 
would seemingly get the best of the transaction by giving the con 
man less than half the supposed value of the near-worthless bauble. 

A contemporary version is staged in David Mamet's House of 
Games. A Vegas gambler in a Stetson hails a cab and "accidently" 
leaves a Halliburton attache case in the street as he closes the car 
door. This fellow's partner and his mark approach the corner, discreetly 
pick up the case, discover a fortune in cash, and the con is under way. 


W/////* 
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VICTOR LUSTIG 
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HENRY 

SLADE 



henryslade, the American spiritual¬ 
ist, did not lead a quiet life. His suc¬ 
cesses were ostentatious and his 
failures equally flamboyant. A daring 
con man, Slade was the subject of 
nearly constant controversy. He 
may have been the first medium to 
perform what became a staple of 
the seance room: receiving mes¬ 
sages from “the beyond” that would 
appear on ordinary school slates. 


"count” victor lustig, who had more aliases than Wikipedia has errors, had 


more scams than aliases. To switch specializations was rare among criminals, who 


traditionally tried to find a single dodge and perfect it; Lustig mastered many. He 
used pure chutzpah to score money from A1 Capone, headed the biggest counterfeit¬ 
ing ring of his time, and, most famously, sold the Eiffel Tower for scrap metal. Twice. 

After scores of exploits, he was finally jailed in 1935 with his sometime collabora¬ 
tor, Dapper Dan Collins. Collins' real name was Robert Tourbillon, and he garnered 
billing as the Beau Brummel of Con Men. Speaking to a reporter, his attorney con¬ 
firmed this reputation: "He could meet a woman at 9 in the evening and be holding 
her hand in 10 minutes. By 9 in the morning he'd be holding her bankroll.” The New 
York Times was a bit less impressed, noting that Collins' "sartorial appearance 
hardly matched his title.'' His chivalry before the grand jury was praised, however, 
as he would not reveal a married woman's name, even though it would have secured 
his release from the pen. 

Collins' partner, however, was unwilling to do the time. Lustig observed that when 
sheets were dispensed to prisoners, no tally was made. He stole an extra sheet each 
day, and when he had secured a sufficient quantity, he ripped them into strips, fash¬ 
ioned them into a rope, and escaped from the third-floor window of New York's for¬ 
merly escape-proof Federal House of Detention. 

One of the most successful and famous confidence men of the 20th century, Lustig 
spoke five languages, traveled the world, and made millions. He cheated at cards on 
transatlantic ocean liners, chose wine for "Legs” Diamond, and scammed a Texas sher¬ 
iff for more than a hundred grand in cash by selling him a "money machine” that he 
said could duplicate currency. More slippery than John "the Teflon Don” Gotti, Lustig 
was arrested nine times in Europe and 28 times in the US before his first conviction. 
He seemed to exemplify the adage "crime pays”—except that it didn't. He died in a 
penitentiary hospital on March 11,1947. Although his exploits had once made front¬ 
page news, at the end he was relegated to oblivion. His death went unreported for 
more than two years. 
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Slade relied on various sleight-of- 
hand techniques to effect these 
manifestations. For his spiritual 
scribblings he was heralded by 
European royalty, yet he was pros¬ 
ecuted in England in 1876 as 
a “common rogue.” (This case | 

inspired a disagreement between 
Charles Darwin and Alfred Russell 
Wallace, cocreators of the theory of 
natural selection, who disparaged 
and defended Slade, respectively.) 

In addition to his holographic 
hoaxes, Slade produced physical 
evidence of his otherworldly tal¬ 
ents. He would present a ring of 
solid oak for examination, and sec¬ 
onds later it would appear to be 
linked to the leg of a maple table. 

When he demonstrated these 
“powers" for the physicist Johann 
Zollner of Leipzig University, the 
professor was so badly fooled that 
he propounded a theory of the 
“fourth dimension” and wrote a 
book called Transcendental Phys¬ 
ics to rationalize the phenomena 
he had witnessed. 

Arthur Conan Doyle viewed Slade 
as a medium of great power yet 
admitted that he was “occasionally” 
caught cheating. Slade 
locked horns with some 
of the greatest magicians 
of the day—John Nevil 1 

Maskelyne, Chung Ling 
Soo, and Harry Kellar— 
who each exposed his 
methods. Many contem¬ 
poraries called him the i 

most skillful and important 
medium of his time, but 
the Seybert Commission, 
setup at the University 
of Pennsylvania to test j 

claims of spiritualism, pro¬ 
nounced Slade’s perfor¬ 
mance “deceptions which 
are practiced in the most 
barefaced manner.” 

Once possessing a for¬ 
tune, Slade died a desti¬ 
tute alcoholic in Michigan j 

ini905. But he did leave ’ 

us with the answer to 
one final mystery. A doc¬ 
tor revealed what had 
long been rumored: 

He had been born with a 
Transcendental Phy¬ 
sique—Henry Slade was 
a hermaphrodite. 




Belle McDonald 


specialty: Shoplifting 


CINCINNATI DETECTIVES RAIDED the garage 
of a burglary ring and discovered a large 
and valuable cache of goods. Appre¬ 
hended in the raid, almost as an after¬ 
thought, was Belle McDonald, wife of 
one of the thieves. The fetching Belle 
was searched (was it by a woman—in 
1888?). In her bustle-the wire frame¬ 
work and "dress improver" worn by 
women of the day—was discovered more 
than $1,000 worth of chattel. When the 
police displayed the material, they were 
astounded by the quantity and variety: 
"rings, watches, bracelets, chains and 
brooches [and] opera glasses ... suffi¬ 
cient to start a fair-sized jewelry store." 

Women have long sported imagina¬ 
tive sartorial modifications to move mer¬ 
chandise surreptitiously. A professional 
shoplifter in the late 19th century would 
likely be armed with a corset connected 
to a sturdy cloth sack suspended between 
her legs. A slit in the dress, concealed by 
a large shawl, allowed direct access into 


the bag. Muffs could also 
be modified for nefarious 
purposes. According to 
the notorious New York attorneys Howe 
and Hummel, the woman "now takes her 
muff, which to the uninitiated eye, has 
nothing to distinguish it, outwardly, from 
thousands of other muffs, but which is a 
masterpiece of ingenious contrivance. It is 
covered with fur, just as honest muffs are, 
with the significant exception that, instead 
of being padded with cotton, the fur rests 
upon a framework of wire." By means of a 
slide, stolen articles could be introduced 
and stored between the frame and the fur. 

A direct antecedent of Belle McDon¬ 
ald's bustle was a device worn by a woman 
smuggling merchandise from England to 
France exactly one century earlier. The 
fashion of the times, a bell-shaped hoop 
skirt, made the transportation of goods a 
bit easier. Under her dress this audacious 
thief stashed 1 8 dozen stockings, eight 
dozen petticoats, 1 2 knit vests, 52 yards 
of flannel, 79 yards of velvet, and 1 2 wor¬ 
sted nightcaps. So attired, she "danced a 
minuet with ease." DU 











































When WikiLeaks 
wants to safeguard 
its trove of 
diplomatic cables 
or Kraft needs 
to keep tons of cheese 
cold, they head 
BENEATH THE SURFACE. 
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115 ' ◄ PIONEN DATA CENTER 

STOCKHOLM, SWEDEN 

Where does WikiLeaks keep its 
secrets? In a former military bunker 
and nuclear shelter under Stock¬ 
holm’s city streets. Nicknamed the 
James Bond Villain Data Center, 
this 8,000-server facility, which 
could theoretically withstand 
a nuclear impact, is protected by 
24-hour video surveillance and 
a 2-foot-thick armored door. Two 
German V12 diesel submarine 
engines are on standby for backup 
power. Recycling a war room comes 
at a price, though: Bahnhof—the 
ISP that runs the data center—had 
to have the glass and frames for 
the walkway and conference room 
custom-cut to accommodate the 
curved walls and uneven ceiling. 
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CHAPEL OF ST. KINGA ► 300 ' 

WIELICZKA SALT MINE 
WIELICZKA, POLAND 

Before going down into the dark, many 
miners pray. (So would you.) It’s not 
uncommon for them to build chapels in 
the caverns they create, and the work¬ 
ers in this Polish salt mine took that task 
seriously, carving a 10,400-square-foot 
chapel into the crystalline walls. Jozef 
Markowski started work on this particu- 
lar chamber in 1896, handing it off 
to his brother Tomasz in 1920. Nearly 
everything in the room—from the chan¬ 
deliers to the bas-reliefs—is carved 
out of rock salt. Wieliczka, which was a 
working mine from the 13th century until 
1996, holds some 2,000 excavation 
chambers on nine underground levels, 
many decorated by miners with carv¬ 
ings and chapels dedicated to saints— 
and to those who lost their lives digging 
sodium chloride out of the earth. 
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100' ◄ KRAFTFOODS 

DISTRIBUTION CENTER 
SPRINGFIELD 
UNDERGROUND 
SPRINGFIELD, MISSOURI 

Nearly every ounce of Kraft cheese 
product—from Velveeta to Kraft 
Singles—spends part of its life in 
a 680-pound container inside this 
400,000-square-foot subterra¬ 
nean fridge. It’s not about aging, it’s 
about cheap storage: Moving refrig¬ 
eration underground saves massive 
amounts of energy, since the tem¬ 
perature 100 feet down is a constant 
58 degrees Fahrenheit. An above¬ 
ground pump sends 13,000 gallons 
of chilled brine through the system 
every day, keeping the warehouse at 
a cool 36 degrees. The Kraft facility 
is actually part of a massive complex 
that started as a limestone mine in 
300 ' 1946.(Themineisstilloperational,but 

a substantial earthen buffer shields 
the employees of Kraft and other 
companies from regular explosions.) 
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DINORWIG POWER STATION ► 300 ' 
(AKA ELECTRIC mountain) 
GWYNEDD, WALES 

When millions of British football fans 
flip on their electric kettles at half¬ 
time, Dinorwig’s hydropower opera¬ 
tion kicks into action to handle the 
spike in demand: 10 million cubic 
meters of water in a reservoir on the 
surface rush down a network of pipes 
to drive six turbines located 300 feet 
below the surface. The hall that holds 
the turbines—a former slate mine and 
Europe’s largest man-made cavern- 
lies deep below Elidir Mountain. Dinor- 
wigcangenerate1,320megawatts in 
just 10 seconds, making it the zippiest 
power generator in the world. 
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220 ' ◄ CORBIS FILM 

PRESERVATION FACILITY 
IRON MOUNTAIN 
BOYERS, PENNSYLVANIA 

Occupying 10,000 square feet of a 
1,000-acreabandoned limestone mine, 
the Corbis photo locker is currently 
kept at 45 degrees Fahrenheit and 

300 1 37 percent relative humidity. The cold, 

dry conditions prevent deterioration 
of the photos and film negatives that 
Corbis has collected over the years, 
including images of the Wright broth¬ 
ers, Albert Einstein sticking out his 
tongue, and Rosa Parks seated in the 
front of a bus. (Iron Mountain is also 
the federal government’s Noah’s Ark, 
where all the special people get to 
relocate when that asteroid comes 

400 ' screaming through the troposphere.) 
After Corbis finishes cataloging 
its 20 million photos, the temperature 
of the archives will be dropped to 
-4 degrees. That should keep the 
fathers of flight picture-perfect for 
the next 2,000 years. 
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Mohan Srivastava, a geological statistician living in Toronto, 


was working in his office in June 2003, waiting for some files to download 
onto his computer, when he discovered a couple of old lottery tickets buried 
under some paper on his desk. The tickets were cheap scratchers—a gag gift 
from his squash partner—and Srivastava found himself wondering if any of 
them were winners. He fished a coin out of a drawer and began scratching 
off the latex coating. “The first was a loser, and I felt pretty smug/’ Srivas¬ 
tava says. “I thought, This is exactly why I never play these dumb games.’ ” 














The second ticket was a tic-tac-toe game. 
Its design was straightforward: On the right 
were eight tic-tac-toe boards, dense with 
different numbers. On the left was a box 
headlined your numbers, covered with 
a scratchable latex coating. The goal was to 
scrape off the latex and compare the numbers 
under it to the digits on the boards. If three 
of your numbers appeared on a board in a 
straight line, you'd won. Srivastava matched 
up each of his numbers with the digits on the 
boards, and much to his surprise, the ticket 


had a tic-tac-toe. Srivastava had won $3. 
“This is the smallest amount you can win, 
but I can't tell you how excited it made me,'' 
he says. “I felt like the king of the world." 

Delighted, he decided to take a lunchtime 
walk to the gas station to cash in his ticket. 
“On my way, I start looking at the tic-tac-toe 
game, and I begin to wonder how they make 
these things," Srivastava says. “The tickets 
are clearly mass-produced, which means 
there must be some computer program that 
lays down the numbers. Of course, it would 


be really nice if the computer could just spit 
out random digits. But that's not possible, 
since the lottery corporation needs to con¬ 
trol the number of winning tickets. The game 
can't be truly random. Instead, it has to gen¬ 
erate the illusion of randomness while actu¬ 
ally being carefully determined." 

Srivastava speaks quietly, with a slight 
stammer. He has a neatly trimmed beard and 
a messy office. When he talks about a sub¬ 
ject he's interested in—and he's interested 
in many things, from military encryption to 
freshwater fossils—his words start to run 
into each other. 

As a trained statistician with degrees from 
MIT and Stanford University, Srivastava was 
intrigued by the technical problem posed by 
the lottery ticket. In fact, it reminded him a 
lot of his day job, which involves consult¬ 
ing for mining and oil companies. A typical 
assignment for Srivastava goes like this: A 
mining company has multiple samples from 
a potential gold mine. Each sample gives a 
different estimate of the amount of mineral 
underground. “My job is to make sense of 
those results," he says. “The numbers might 
seem random, as if the gold has just been 
scattered, but they're actually not random 
at all. There are fundamental geologic forces 
that created those numbers. If I know the 
forces, I can decipher the samples. I can fig¬ 
ure out how much gold is underground." 

Srivastava realized that the same logic 
could be applied to the lottery. The apparent 
randomness of the scratch ticket was just a 
facade, a mathematical lie. And this meant 
that the lottery system might actually be 
solvable, just like those mining samples. “At 
the time, I had no intention of cracking the 
tickets," he says. He was just curious about 
the algorithm that produced the numbers. 
Walking back from the gas station with the 
chips and coffee he'd bought with his win¬ 
nings, he turned the problem over in his 
mind. By the time he reached the office, he 
was confident that he knew how the software 
might work, how it could precisely control 
the number of winners while still appearing 
random. “It wasn't that hard," Srivastava 
says. “I do the same kind of math all day long." 

That afternoon, he went back to work. 

















The thrill of winning had worn off; he forgot 
about his lunchtime adventure. But then, as 
he walked by the gas station later that eve¬ 
ning, something strange happened. “I swear 
I'm not the kind of guy who hears voices," 
Srivastava says. “But that night, as I passed 
the station, I heard a little voice coming from 
the back of my head. Fll never forget what 
it said: Tf you do it that way, if you use that 
algorithm, there will be a flaw. The game will 
be flawed. You will be able to crack the ticket. 
You will be able to plunder the lottery/ " 



The North American lottery system is a 
$70 billion-a-year business, an industry 
bigger than movie tickets, music, and porn 
combined. These tickets have a grand his¬ 
tory: Lotteries were used to fund the Ameri¬ 
can colonies and helped bankroll the young 
nation. In the 18th and 19th centuries, lot¬ 
teries funded the expansion of Harvard and 
Yale and allowed the construction of rail¬ 
roads across the continent. Since 1964, when 
New Hampshire introduced the first modern 
state lottery, governments have come to rely 
on gaming revenue. (Forty-three states and 
every Canadian province currently run lot¬ 
teries.) In some states, the lottery accounts 
for more than 5 percent of education funding. 

While approximately half of Americans 
buy at least one lottery ticket at some point, 
the vast majority of tickets are purchased by 
about 20 percent of the population. These 
high-frequency players tend to be poor and 
uneducated, which is why critics refer to lot¬ 
teries as a regressive tax. (In a 2006 survey, 
30 percent of people without a high school 
degree said that playing the lottery was a 
wealth-building strategy.) On average, house¬ 
holds that make less than $12,400 a year 
spend 5 percent of their income on lotteries— 
a source of hope for just a few bucks a throw. 
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a Winner 

The first lottery Mohan Sriv¬ 
astava decoded was a tic-tac- 
toe game run by the Ontario 
Lottery in 2003. He was able 
to identify winning tickets 
with 90 percent accuracy. 
Here’s how it works. — J.L. 
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Look over the card. You’ll be hunting 
for so-called singletons—numbers 
on the visible tic-tac-toe grid that 
appear only once on the whole card. 
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There was a time when scratch games 
all but sold themselves. But in the past two 
decades the competition for the gambling 
dollar has dramatically increased. As a result, 
many state lotteries have redesigned their 
tickets. One important strategy involves the 
use of what lottery designers call extended 
play. Although extended-play games—some¬ 
times referred to as baited hooks—tend to 
look like miniature spreadsheets, they've 
proven extremely popular with consumers. 
Instead of just scratching off the latex and 
immediately discovering a loser, players have 
to spend time matching up the revealed num¬ 
bers with the boards. Ticket designers fill 


the cards with near-misses (two-in-a-row 
matchups instead of the necessary three) and 
players spend tantalizing seconds looking 
for their win. No wonder players get hooked. 

Srivastava had been hooked by a different 
sort of lure—that spooky voice, whispering 
to him about a flaw in the game. At first, he 
tried to brush it aside. “Like everyone else, I 
assumed that the lottery was unbreakable," 
he says. “There's no way there could be a 
flaw, and there's no way I just happened to 
discover the flaw on my walk home." 

And yet, his inner voice refused to pipe 
down. “I remember telling myself that the 
Ontario Lottery is a multibillion-dollar-a- 
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Make a plot of the card, [marking each 
cell with a number that indicates how 
many times the numeral in the cell 
occurs on the whole card. If, for exam¬ 
ple, a cell has a 26 in it and the number 
26 occurs one other time somewhere 
on the card, mark that cell with a 2. 


All the singletons will now be marked 
with a 1. If any of the singletons appear 
in a tic-tac-toe then the ticket is almost 
certainly a winner: The numbers in 
these cells will appear under the latex 
coating at the left side of the ticket. 
Keep the ticket. 


Scratch off the latex. You’ve got a 
winner! Not surprisingly, after 
Srivastava alerted the Ontario Lottery 
to his technique, the game was pulled 
from stores. 
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year business/' he says. “They must know 
what they're doing, right?" 

That night, however, he realized that 
the voice was right: The tic-tac-toe lottery 
was seriously flawed. It took a few hours 
of studying his tickets and some statisti¬ 
cal sleuthing, but he discovered a defect in 
the game: The visible numbers turned out 


to reveal essential information about the 
digits hidden under the latex coating. Noth¬ 
ing needed to be scratched off—the ticket 
could be cracked if you knew the secret code. 

The trick itself is ridiculously simple. (Sri¬ 
vastava would later teach it to his 8-year-old 
daughter.) Each ticket contained eight tic-tac- 
toe boards, and each space on those boards 


—72 in all—contained an exposed number 
from 1 to 39. As a result, some of these num¬ 
bers were repeated multiple times. Perhaps 
the number 17 was repeated three times, 
and the number 38 was repeated twice. And 
a few numbers appeared only once on the 
entire card. Srivastava's startling insight 
was that he could separate the winning tick¬ 
ets from the losing tickets by looking at the 
number of times each of the digits occurred 
on the tic-tac-toe boards. In other words, he 
didn't look at the ticket as a sequence of 72 
random digits. Instead, he categorized each 
number according to its frequency, count¬ 
ing how many | CONTINUED ON PAGE 126 


The trick allowed him to 
pick winning tickets 
90 percent of the time. 













































































































PHOTOGRAPHS BY CHRISTIAN WEBER 











Is the human body sacred? Or is it a commodity ready 
to be chopped up and exposed to the forces of supply 
and demand? The answer is a matter of perspective. 
Our own body is a temple. But when we need a spare 
part, suddenly we’re surprisingly open to a trans¬ 
action. To a person looking for a kidney, a scientist try¬ 
ing to learn anatomy, a beauty parlor customer looking 
for the perfect ’do, there’s no substitute for a piece of 
someone else. *1 The problem is, demand for replace¬ 
ment flesh grossly outstrips supply. In the US and like- 
minded countries, it’s illegal to sell body parts—they 
can be taken only from those who filled out a donor 
card before they died or who are willing to give up an 
organ out of sheer benevolence. This means there isn’t 
enough tissue to go around. So, as with any outlawed 
or heavily regulated resource, a bustling underground 
trade has formed. *1 Sometimes the market in body 
parts is exploitive: Desperate people are paid tiny 
sums for huge donations. Other times it is ghoulish: 
Pieces are stolen from the recently dead. And every 
so often, the resource grab is lethal—people are sim¬ 
ply killed for their organs. Welcome to the red market. 




















INDIA (PER PINT). $25 

U.S. (PER PINT). $337 


DESCRIPTION 


Untilthe 1970s, for-profit blood- 
collection centers were located in almost 
every poor neighborhood, somewhat 
like payday loan centers are today.This 
changed after a study showed that paid 
donations encourage lax standards. As 
a result, the rules were modified and 
blood and organs can no longer be sold. 
At least not here. In the developing 
world, there are still profits to be made. 
In 2008, blood thieves in India were 
busted for keeping people prisoner and 
milking their blood up to three times a 
week. Some captives had been held for 
more than two years. 


$308 



$ 24,400 

IMPLANTED (IN THE U.S.) 


DESCRIPTION 


Corneas are relatively easy to transplant 
and easy to ship.This makes fora brisk 
international market, and cryo pack¬ 
ages zip across the globe to needy eye¬ 
balls everywhere. Donation rates exceed 
demand in the US, so we are actually a 
net exporter of corneas. But overseas, the 
market isfarfrom orderly. In 2001, a for¬ 
mer Chinese surgeon testified before the 
US Congressthat he had harvested hun¬ 
dreds of corneas (along with kidneys and 
skin) from more than a hundred executed 
Chinese prisoners.The United Nations has 
discussed trying to put an end to inter¬ 
national organ brokering, but so far the 
global market remains unregulated. 


Deceased donors 


ILLEGAL Mortuaries 



AVERAGE U.S. RETAIL 
(FOR A SET OF EXTENSIONS) 
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blood farms 


DESCRIPTION 


Every year, millions of pounds of hair are 
given to the Lord Venkateswara at the 
Tiru mala tern pie in South India. The tem¬ 
ple sells these donations to the West, 
where they become raw material for the 
US hair-extension industry. Indian hair 
is valued for its length and the fact that 
the average Indian doesn’t usedamag¬ 
ing products. The tern pie makes about 
$12 million a year in sales, which trans¬ 
lates to hundreds of millions atthe 
salon level. There are also secondary 
markets for human hair. Lesser manes, 
for example, are sent to factories and 
boiled down into enzymes that help 
soften the dough of many baked goods. 
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Hearts 


$997,700 

$119,000 


DESCRIPTION 


Black-market heart transplants are 
extremely rare, if only because putting 
in a new ticker requires a state-of-the- 
art medical facility, and these tend to be 
highly fastidious about organ donation. 
While one hospital manager in Saudi 
Arabia told wired thatthere’s a black 
market for transplants in that country, 
there is no evidence of an actual opera¬ 
tion ever taking place. The few known 
nonconsensual donations that do occur 
once again tend to come from Chinese 
prisoners and Falun Gong practitioners, 
accordingtothe UN. 


Deceased donors 


LEGRL 


illegal Chinese prisoners 
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LEGAL .$557,100 

ILLEGAL .$157,000 


DESCRIPTION 


The liver is amazingly resilient; even a 
badly damaged one can fully regenerate 
on its own. But when there’s an exces¬ 
sive buildup of scartissue, a person will 
need atransplant.The good news isthata 
patient may not need a whole new organ: 
Because of the liver’s fortitude, just a 
healthy lobe may be enough.This means 
living donors are possible.The bad news 
is that, for the living donor, recovery can 
be excruciating, so donors aren’t com¬ 
mon. Executed Chinese prisoners are one 
source of black-market livers. Or organ 
brokers can setyou up in the Philippines, 
where illicit donations likely come from 
those desperate for cash. 
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$ 12,400 


PER IVF CYCLE (IN THE U.S.) 


DESCRIPTION 


Egg donation is legal in the US, but get¬ 
ting one (or more) is going to cost you 
in fees and hospital charges.That said, 
would-be buyers can also look abroad 
fordeals.The Mediterranean island 
nation of Cyprus is one destination with 
a burgeoning illegal trade in human 
eggs. Clinics there have flown in impov¬ 
erished women from Russia and Ukraine 
for aggressive egg harvesting, returning 
them before complications can arise. 
The deal can save a client up to 40 percent 
on in vitro fertilization services. Other 
egg-harvesting programs in Romania, 
Spain, and Israel offer similar deals. 
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Kidneys 



INDIA. 

.$15,000 

CHINA. 

.$62,000 

U.S. 

.$262,900 


DESCRIPTION 


Don’t have years to wait for a kidney in 
the US? Finding an international source 
is easy. In fact, two US insurance com¬ 
panies will sometimes even pay for you 
to go abroad. Outside the US, however, a 
kidney’s origin can be difficult to discern. 
According to a Council of Europe report, 
for example, a clinic with ties to senior 
Kosovo officials engaged in an organ har¬ 
vesting ring as recently as 2008. And in 
China, an investigation found that people 
on death row are routinely tested, typed, 
and held for on-demand “donations.” 
Then there are India, Pakistan, and Indo¬ 
nesia, where slum dwellers are lured 
into sellingtheir innards fora pittance. 
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Fertility clinics 


Fertility clinics 


ILLEGAL 


India—the outsourcing capital of the 
world—is the go-to place for getting 
someone else to growyou a child.Tucked 
away in an industrial dairy town in 
Gujarat, for example, the Akanksha Infer¬ 
tility Clinic offers a complete surrogacy 
program for just $23,000—a fraction of 
what people pay in the West.The clinic 
achieves a surprisingly high success 
rate by transferring five or six embryos 
to women who sign up for the program 
(sometimes resulting in sets of twins 
and the prenatal developmental compli¬ 
cations they entail) and by keepingthe 
surrogates on lockdown forthe nine 
months that they gestate. 
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Plastinates 


E3 


$ 45 , 730 - 77,560 


PER BODY 


DESCRIPTION 


In the late 1970s, Gunther von Hagens 
revolutionized the study of anatomy 
by changing the way specimens were 
prepared. Instead of immersing dead 
bodies in a preservative, he replaced 
theirfatand water with polymer,turning 
corpses into plastic statues. Plastina- 
tion exposed the body’s internal struc¬ 
tures and greatly enhanced researchers’ 
ability to study them. It also led to 
several traveling exhibition shows. An 
investigation into those shows revealed 
that many bodies were likely coming 
from executed prisoners. 
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FOR AN ACL RECONSTRUCTION 


DESCRIPTION 


Most organs become useless soon after 
the owner dies. The key exceptions are 
ligaments and bone. Funeral parlors in 
the US have been implicated in steal- 
ingthese less perishable body parts and 
selling them without permission to tis¬ 
sue banks. According to a recent criminal 
investigation, for example, between 2004 
and 2005 a company named Biomedical 
Tissue Services illicitly harvested 244 
bodies from Philadelphia mortuaries. 
Since tissue banks are not set up to mon¬ 
itor whether parts come from fraudulent 
sources, it is difficultto know how many 
donation recipients carry contraband 
inside their bodies. 


DESCRIPTION 


If a burn or an ulcer leaves a hole in your 
body that’s too big to stitch, the best 
option is to patch it up with extra skin — 
preferably your own. In a pinch, however, 
someone else’s will do. There aren’t a lot 
of people willingto donate livingskin, 
so most grafts are taken from dead bod¬ 
ies—either legally from organ donors 
or, like ligaments and bone, illegally from 
funeral parlors. The danger of cadaver 
harvesting is that the skin is not always 
as sanitary as it should be. In the Bio- 
medicalTissue Services case, work¬ 
ers hacked at body after body without 
washing their hands, sending potentially 
infected samples to tissue banks. 
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SCOTT CARNEY’s (www.scottcarney.com) new 
book, The Red Market: On theTrail of the World’s 
Organ Brokers, BoneThieves, Blood Farmers,and 
Child Traffickers, comes out this spring. 






















































There was a time when every doctor in 
training received a full set of human 
bones along with their first-year text¬ 
books.These bones usually came 
from Calcutta, which produced almost 
60,000 skeletons a year. But in 1985 
the practice of exporting human parts 
was banned, and there aren’t a lot of 
good, legal sources of medical skele¬ 
tons anymore.Today, black-market 
skeletons pilfered from graves in India 
are cleaned in acid baths, smuggled 
out of the country, and sold at a premium 
through brokers in Canada. 
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DESCRIPTION 


















How tech tools—BlackBerrys, personal web pages, 
and Facebook—transformed New York prostitution. 

BY SUDHIR VENKATESH • MAPS BY MICHAEL NEW HOUSE 


what is it like to be a prostitute? The answer depends on whether you work out of a 
client's car or a $500-a-night hotel room. In 1999,1 set out to study the effects of efforts to bring 
the suburban middle class back to New York City. The gentrification of Times Square made for a 
unique social experiment: What happens to sex workers when they are pushed off the streets and 
into the outer boroughs? I had little idea at the time that I'd be documenting the rise of an entirely 
new, upper-end “indoor" market, in which streetwalkers have given way to a professional class. 


The economies of big cities have been reshaped by a 
demand for high-end entertainment, cuisine, and “well¬ 
ness” goods. In the process, “dating,” “massage,” “escort,” 
and “dancing” have replaced hustling and streetwalking. 
A luxury brand has been born. 

These changes have made sex for hire more expensive. 
But luxe pricing has in turn helped make prostitution, well 
... somewhat respectable. Whereas men once looked for a 
secretive tryst, now they seek a mistress with no strings 
attached, a “girlfriend experience,” and they are willing 
to pay top dollar for it. 

Technology has played a fundamental role in this change. 
No self-respecting cosmopolitan man looking for an eve¬ 
ning of companionship is going to lean out his car window 
and call out to a woman at a traffic light. The Internet and 
the rise of mobile phones have enabled some sex workers 
to professionalize their trade. Today they can control their 
image, set their prices, and sidestep some of the pimps, 
madams, and other intermediaries who once took a share 
of the revenue. As the trade has grown less risky and more 
lucrative, it has attracted some middle-class women seek¬ 
ing quick tax-free income. 

I followed 290 women, 170 of whom made enough (at least 
$30,000) to separate them from streetwalkers. I spent at 
least 12 months earning their trust, trying not to ask a lot 


of prying questions. Once they realized I wasn't a cop or 
social worker, they usually told me their stories. I focused 
on financial questions first, because it made them feel vali¬ 
dated as workers. How much did you earn this week? What 
expenses did you have? Do you save any money? 

The figures on these pages highlight some of the contrasts 
between old-world prostitutes and new-age sex workers. 
Yet they also suggest that some things haven't changed: 
Even women who don't work on the street report hiding 
their activities from their families and being abused. EQ 
//////////////////////////^^^^ 

sudhir venkatesh (sudhirvenkatesh.org) is a professor 
of sociology at Columbia University and author of the book 
Gang Leader for a Day. 


SEX IN THE CITY: 

THEN AND NOW 

Red-light districts were commonplace in big cities 
throughout the 20th century. But in recent years, 
New York City has seen the midtown areas with high 
concentrations of sex workers empty out. The trade 
has moved indoors and diffused into more-upscale 
districts downtown. 

DISTRIBUTION OF PROSTITUTION 
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FREAKONOMICS 


LOCATION 


Indoor vs. Outdoor Sex Work 


STREETWALKERS... 

• Earn $75 per typical transaction 

• Are jailed at least twice a year 

• Are beaten an average of four times 
a year 

• Carry a small pocketknife as a 
security measure 

• Keep working to support drug habits 

• Pay shopkeepers to hold their 
cash for them 


ESCORTS... 

• Earn about 50 percent more per 
transaction than a streetwalker 

• Rarely interact with police 

• Are beaten twice a year, on average 

• Try to deduce a client’s place of 
employment as a security measure 

• Keep working to pay for clothing and 
shoes 

• Form Subchapter-S corporations 
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-MELISSA, A SEX WORKER SINCE 1995 
(MAKES ABOUT $100,000 A YEAR) 


THE AGENCY TRAP 

More than 60 percent of women in the high-end trade have worked with escort agencies. 
Men like going through the agencies because it feels less dirty and because they can often 
write off the expense. (For example, the agency might give them an “entertainment” receipt 
that includes dinner, hotel, and other seemingly legitimate costs.) But many sex workers 
hate agencies because they take a cut without providing much security or support. So a 
lot of women self-incorporate and create a fake agency web page with swiped photos that 
make it appear as though they are part of a bigger operation. 


WHAT SEX WORKERS 
CHARGE (AND KEEP) FOR 
TRADITIONAL INTERCOURSE 

STREETWALKER Charges an average of $75, but her pimp 
gets a 25 percent cut (30 percent on weekends). 

SELF-EMPLOYED $150, and she keeps it all, but she has to 
pay for online marketing, transportation, security, bribes 
to shopkeepers, and drugs for clients. 

“BLUE-COLLAR” AGENCY The agency charges $350 on 
average, and the sex worker gets 60 percent of that. The 
agency pays for advertising and on-call security officers. 
The client covers the hotel room and drinks. 

UPSCALE AGENCY The agency and sex worker are paid 
separately—if one gets the standard $2,000, the other gets 
the same. The client covers expenses. 


Education 
and Day Jobs 

Of the escorts I talked to, 63 percent had moved to New York City 
from another state after high school. But people rarely come to 
the big city to become prostitutes: Nearly all have held a legiti¬ 
mate job, but not necessarily the glamorous one they came to 
New York to get. Three worked as street vendors. Two appeared 
on daytime soap operas. 


THEIR EDUCATION 

86 % 

High school diploma 

53 % 

Some college 

19 % 

College degree 


THEIR DAY JOBS 

47 % 

43 % 

Food services (cater¬ 

Retail sales 

ing and restaurants) 

11 % 

9 % 

Arts (dancing, 

Publishing 

acting, or musical 

(copywriting, 

performance) 

proofreading, 

administrative 

work) 

Numbers exceed 100% because of overlaps in work experience. 


TOP UPGRADES 

“You'll make about 50 percent more 
with a good boob job,” one woman 
said. Other things that can increase 
a sex worker’s earning power: 



1. Dying her hair blond. 

2. Befriending hotel clerks to obtain 
free room upgrades to suites. 

3. BlackBerrys. To clients, this sym¬ 
bol of professional life suggests the 
worker is drug- and disease-free. 


THE COST OF A PARTICULAR ACT 
DEPENDS ON THE PART OF TOWN 



WALL STREET 
/TRIBECA 

CHINATOWN 

/SOHO 

NORTH OF I4TH 
STREET 

THE BRONX 

HAND 

JOB 

$225 

$175 

$125 

$ 75 * 
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$750 

$500 

$300 

$200 
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|ax 

So 

K 

$400 

$400 

$250 

$ 75 * 


* Plus a shot at the bar 


DISINTERMEDIATION 


WHATABOUT 
THE PIMPS? 

It’s hard out there for a pimp— 
especially now. Changes in the 
sex industry have rendered them 
superfluous. I met II pimps work¬ 
ing out of midtown Manhattan 
in 1999, and all were out of work 
within four years. One enlisted in 
the military; two have been home¬ 
less. Only one now has a full¬ 
time job, working as a janitor in 
a charter school. I asked one of 
them how pimping experience 
helps him in the legit economy: 
“You learn one thing,” he said. “For 
a good blow job, a man will do just 
about anything. What can I do with 
that knowledge? I have no idea.” 











































SEX WORKER 
MORILE DEVICE 
USAGE 


I BlackBerry 
iPhone 
Other 

smartphone 



High-End 

Escorts 

They might maintain 
four to six clients—each 
of whom pays at least 
$20,000 a year. They 
often rent an apartment 
just for sessions. 


STREET- SELF- BLUE- UPSCALE 

WALKER EMPLOYED COLLAR AGENCY 

AGENCY 


Tools of 
the Trade 


“SHOES AMI 
TWO GHASSD TO 
TOTH MONTHLY 
KtVMvET, KTT 
THE nSYESTMESrr 
IS 1VOIITH IT. 
SUES LIKE TOT 
TO KEEP THEM 
OS WHILE THEY 
GET LAID.” 

— CAITLYN, 24 (MAKES ABOUT $75,000 A YEAR) 


A SEX WORKER ALWAYS CARRIES: 





Two cell Extra panties. Band-Aids 

phones. Guys “Always bring and corti- 

sometimes them—men pay sone cream 

for rashes, 
rawness, and 
bruises. 


grab a woman’s for souvenirs.” 
mobile to gain a 
sense of power 
and control. 


Gum (Orbit 
and Trident are 
favorites). 
Some swear 
by those dis¬ 
solving Lister- 
ine strips. 


Condoms and 
lubricant. 

If the client 
wants to skip 
the condom, 
there’s usually 
a 25 percent 
surcharge. 


A SEX WORKER NEVER CARRIES: 



A cell phone Any form of 


with any form 
ofcontact 
information. 


ID. They some¬ 
times have fake 
state IDs with 
an alternate 
address. 


Bank cards or 
credit cards 

(or anything 
a client could 
use to find out 
where they live). 


Large bills. 

'Men dumb 
enough to pay 
in hundreds 
don’t deserve 
change.” 


Small bills. 

A john who 
wants change 
for a $20 bill 
will want to 
rob you. 


illustrations by Kate Francis 



WHERE THE 
ACTION IS 

Of the women I talked to, 61 percent said they’ve used 
craigslist, mostly for advertising. But even before the crack¬ 
down on the site’s adult-services section, sex workers were 
turning to Facebook: 83 percent have a Facebook page, 
and I estimate that by the end of 2011, Facebook will be the 
leading on-line recruitment space. 

SOURCE OF REGULAR CLIENTS 


2003 

Personal referrals 
or other 8% 


Bars/hotels/clubs 19% 


Strip clubs 24% 


Escort agencies 40% 


2008 

Personal referrals 
or other 15% 


Bars/hotels/clubs 15% 


Strip clubs 11% 


Facebook 25% 


Escort agencies 31% 



























































Village of Shadows 

CONTINUED FROM PAGE 87 


WHY DOES 
A REMOTE TOWN IN 
ROMANIA 
HAVE 
SO MANY 

CYBERCR , “ ,A,A,r '‘ 


which established what Stoica calls "the 
money circuit,” the route through which 
the funds flowed from victims in the US to 
Chita and others. Prosecutors now allege that 
the operation turned into something a little 
more sophisticated than the usual Ramnicu 
Valcea scam. For example, the case against 
them details a con known as spear phishing- 
sending email to US companies that appeared 
to be from the IRS, the Department of Jus¬ 
tice, or some other agency. Through Trojan 
horses attached to these emails, Chita's group 
could obtain the companies' bank account 
numbers and passwords. Allegedly, they 
even hired people in Las Vegas—Stoica says 
some were homeless—to open fake corpo¬ 
rate bank accounts and receive the money. 

The same month that Stoica began pursu¬ 
ing Chita, a police officer stopped a car for 
speeding in the Westlake suburb of Cleve¬ 
land, Ohio. About to write a ticket, the cop 
noticed some drug paraphernalia in the car 
and arrested the two men inside. A further 
search turned up eight cell phones, two com¬ 
puters, fake IDs, two dozen money trans¬ 
fer receipts, and $63,000 in cash. The pair 
turned out to be Romanian and eventually 
confessed to being arrows for an organiza¬ 
tion authorities traced back to Chita. They 
had spent most of January driving around 
the Midwest, picking up money from various 
Western Union and MoneyGram locations. 
Their confessions led to more wiretaps and 
surveillance in the US and Romania over the 
following months, uncovering a network of 
at least two dozen accomplices. 

That summer, Romanian authorities and 
FBI agents conducted a series of raids on 
both sides of the Atlantic. Chita spent 14 
months in custody before being granted 
a provisional release pending the comple¬ 
tion of his trial, still pending. On an org 
chart filed in Stoica's office, Chita's photo 
remains at the top. 


class cafe is an inviting coffee shop with 
a terrace that overlooks a quiet street. 
It's nearly empty when I walk in—just the 
owner behind the counter and a young cou¬ 
ple at a corner table. 

Stoica discouraged me from attempting 
this meeting, but I wanted to know what an 
alleged kingpin looks like. I ask the owner 
if he knows where Chita is, and he offers 
to call him. After a brief phone conversa¬ 
tion, he hangs up and tells me that Chita is 
in Bucharest. I remind him that Chita isn't 
allowed to leave Ramnicu Valcea under the 
terms of his release, and the owner smiles. 
He spends a few more minutes on the phone, 
then hangs up again and asks me to sit. Chita 
is on his way. 

I take a table on the terrace. During our 
tour of town, Stoica had pointed out Chita's 
silver Mercedes on the road, so I ignore the 
green Jaguar that drives up until a man in 
Bermuda shorts, canvas shoes, and a white 
T-shirt climbs out, enters the cafe, and 
approaches my table. He introduces him¬ 
self as Chita's brother, Marian. He licks his 
lips nervously and fidgets with an iPhone. 
"Chita's coming,” he says after lighting a 
cigarette and making some phone calls. 
"But he's a little drunk.” 

A few minutes later, Chita walks around 
the corner and ambles into the cafe. Boyish, 
dressed in shorts, a light-blue polo shirt, and 
flip-flops, he looks more like a college stu¬ 
dent than a criminal mastermind. Despite 
the reputation of Ramnicu Valcea's under¬ 
world as relatively free of violence, he has 
brought along some muscle—a young man 
in dark glasses with a big tattoo on his arm. 
The bodyguard slams a beer bottle down on 
the table and flexes his hand, as if getting 
ready for a boxing match. 

Chita shakes my hand dourly and sits 
down next to me, looking away. Two other 
men join us. The young couple from the cor¬ 
ner comes over to greet Chita with fawning 
smiles and handshakes. They clearly recog¬ 
nize him, too. The cafe owner gets up and 
leaves. As he walks away, he looks at me 
gravely and says, "Good luck.” 

The tattooed man leans toward me omi¬ 
nously. "Were you sent by Barack Obama?” 
he asks. I say that I wasn't, and everyone 
but me lights cigarettes. Marian, getting 
increasingly jumpy, demands to know my 
true agenda. Finally, I spell my name and tell 
him to search for my stories on his iPhone. 
He Googles me and shows the screen to 


his brother. Everybody relaxes a bit, and I 
silently give thanks for wireless broadband. 

Marian asks the young couple to trans¬ 
late for Chita, and they agree to stay. Chita 
has them tell me to stand, then he pats me 
down, asking if I'm wearing a wire. 

"What do you say to the charges against 
you?”I ask. 

"They are fake,” Chita says, in English. 

Marian adds, "It's all bullshit.” For clari¬ 
fication. 

Chita continues with his defense in Roma¬ 
nian, and the couple translates enthusiasti¬ 
cally. "He doesn't even know how to speak 
English, so it is impossible for him to post 
ads or exchange email with buyers,” the 
young woman says. "He doesn't even have 
an email address,” she says. "How can he 
do fraud on the Internet?” 

I press Chita about the wiretapped conver¬ 
sations, but his tattooed bodyguard inter¬ 
rupts loudly. "You go back to your hotel 
room, we send you some nice pussy,” he 
says, raising his hand for a high five that I 
feel obligated to meet. The two men beside 
him laugh, and Chita takes a final drag from 
his cigarette before rising from his chair. He's 
in no mood to discuss the evidence. "This 
interview is over,” Marian says. 

They saunter out of the cafe and onto 
the sidewalk, looking surprisingly banal 
for guys accused of organized cybercrime, 
enjoying the good life with little effort or 
risk. Officials have dismantled a few fraud 
rings in recent years—there were just 188 
arrests in all of Romania in 2010—but 
scores remain in business. 

I am left with the friendly couple that 
helped with the translating. The young man 
says he's heard about Chita from his friends 
and has seen his name in the papers. He tells 
me he has just received a diploma in engi¬ 
neering from an institution in Bucharest 
and is now looking for a job here in Ramnicu 
Valcea, his hometown. "I haven't found any¬ 
thing yet,” he says. Thinking about Marian's 
Jag and Chita's Mercedes, I wonder if he'll 
consider a job as an arrow. It's like Frunza 
told me at the restaurant: "You arrest two 
of them and 20 new ones take their place,” 
he said. "We are two police officers, and 
they are 2,000.” QS 
//////////////////////^^^^ 

YUDHIJIT BHATTACHARJEE (yudhijit 

@gmail.com) is a staff writer at Science. 

He wrote about decoding a spy’s messages 
in issue 18.02. 
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Easy Money 

CONTINUED FROM PAGE 111 

times a given number showed up on a given 
ticket. “The numbers themselves couldn't 
have been more meaningless/' he says. “But 
whether or not they were repeated told me 
nearly everything I needed to know." Srivas- 
tava was looking for singletons, numbers that 
appear only a single time on the visible tic- 
tac-toe boards. He realized that the single- 
tons were almost always repeated under the 
latex coating. If three singletons appeared in 
a row on one of the eight boards, that ticket 
was probably a winner. 

The next day, on his way into work, he 
stopped at the gas station and bought a few 
more tickets. Sure enough, all of these tickets 
contained the telltale pattern. The day after 
that he picked up even more tickets from dif¬ 
ferent stores. These were also breakable. After 
analyzing his results, Srivastava realized that 
the singleton trick worked about 90 percent 
of the time, allowing him to pick the win¬ 
ning tickets before they were scratched. 

His next thought was utterly predictable: 
“I remember thinking. I'm gonna be 
rich! I'm gonna plunder the lottery!" 
he says. However, these grandiose 
dreams soon gave way to more prac¬ 
tical concerns. “Once I worked out 
how much money I could make if this 
was my full-time job, I got a lot less 
excited," Srivastava says. “I'd have to 
travel from store to store and spend 
45 seconds cracking each card. I estimated 
that I could expect to make about $600 a 
day. That's not bad. But to be honest, I make 
more as a consultant, and I find consulting 
to be a lot more interesting than scratch 
lottery tickets." 

Instead of secretly plundering the game, 
he decided to go to the Ontario Lottery and 
Gaming Corporation. Srivastava thought its 
top officials might want to know about his dis¬ 
covery. Who knows, maybe they'd even hire 
him to give them statistical advice. “People 
often assume that I must be some extremely 


moral person because I didn't take advantage 
of the lottery," he says. “I can assure you that 
that's not the case. I'd simply done the math 
and concluded that beating the game wasn't 
worth my time." 

When Srivastava reported his finding, he 
was referred to Rob Zufelt, a member of the 
lottery corporation's security team. After 
failing to make contact for a few days, he 
began to get frustrated: Why wasn't Zufelt 
taking his revelation more seriously? “I really 
got the feeling that he was brushing me off," 
Srivastava says. “But then I realized that 
to him I must sound like a crazy person- 
like one of those people who claims that he 
can crack the lotto draw because last night's 
number was his birthday spelled backward. 
No wonder they didn't want to talk to me." 
Instead of trying to get Zufelt to return his 
calls, Srivastava decided to send him a pack¬ 
age. He bought 20 tic-tac-toe tickets and 
sorted them, unscratched, into piles of win¬ 
ners and losers. Then, he couriered the pack¬ 
age to Zufelt along with the following note: 

In the enclosed envelopes, I have sent you 
two groups of 10 TicTacToe tickets that I 
purchased from various outlets around 
Toronto in the past week... You go ahead 
and scratch off the cards. Maybe you can 
give one batch to your lottery ticket spe¬ 
cialist. After you've scratched them off, 
you should have a pretty solid sense for 
whether or not there's something fishy here. 

The package was sent at 10 am. Two hours 
later, he received a call from Zufelt. Srivas¬ 


tava had correctly predicted 19 out of the 20 
tickets. The next day, the tic-tac-toe game 
was pulled from stores. 

The official explanation from the 
Ontario Lottery and Gaming Corporation 
is that the tic-tac-toe game suffered from 
a “design flaw." According to Tony Bitonti, 
a senior manager of media relations at the 
Ontario Lottery, the printer of the game, 
Pollard Banknote, provided “written assur¬ 
ances" that “none of the other instant 
games it printed were impacted by this." 


As a result, the Ontario Lottery continued 
to sell scratch tickets with baited hooks. The 
story of the broken game got little public 
attention. It was, however, cited in a 2007 
investigative report by the Ontario ombuds¬ 
man, who was investigating retailer fraud. 

Srivastava, meanwhile, was becoming 
even more interested in scratch tickets. “It 
got to the point where I knew I needed to get 
back to my real job," he says. “But I found 
it hard to believe that only this tic-tac-toe 
game was flawed. What were the odds that 
I just happened to stumble upon the only 
breakable game the very first time I played 
the lottery? Of course, I knew it was possible 
that every other scratch game was totally 
secure. I just didn't think it was very likely." 

He began by looking at other tic-tac-toe 
games in the US and Canada. Srivastava soon 
discovered that it wasn't just an Ontario 
problem. At the time, one of his best friends 
was living in Colorado, and Srivastava asked 
him to send along a few tickets. It turned out 
that the same singleton trick also worked 
on the Colorado game, albeit with only a 
70 percent level of accuracy. (Colorado Lot¬ 
tery officials did not respond to repeated 
requests for comment.) 

Srivastava was even able to break a Super 
Bingo game (sold in Ontario in 2007), which 
also featured an elaborate baited hook. In 
this case, he says he could sort winners from 
losers with a 70 percent success rate. The 
Ontario Lottery says the Super Bingo game 
didn't have the same flaw as the tic-tac-toe 


game but that it was pulled off the Ontario 
market in March 2007 as a precaution. 

In North America, the vast majority of lot¬ 
tery tickets—everything from daily draw 
Pick 4-style games to small-stakes tic-tac- 
toe and bingo scratchers—are produced by 
a handful of companies like Scientific Games, 
Gtech Printing, and Pollard Banknote. These 
publicly traded firms oversee much of the 
development, algorithm design, and pro¬ 
duction of the different gambling games, and 
the state lotteries are largely dependent on 
their expertise. Ross Dalton is president of 


Srivastava must have sounded nuts— 
like someone claiming to have cracked 
the lotto with his lucky numbers. 


□ 0 □ FEB 2011 















The days 
of moving 
your furniture 
to vacuum 
are over 




It’s time to let the robots do the work for you™ 

iRobot®Roomba®, the vacuum cleaning robot, automatically cleans under and around furniture. 


iRobot 

www. irobot, com 


2011 iRobot Corporation. All Rights Reserved. iRobot and Roomba are registered trademarks of iRobot Corporation. 
Evolve and ‘It’s time to let the robots do the work for you’ are trademarks of iRobot Corporation. 







Gtech Printing, and he acknowledges that the 
“breakability" of tickets is a constant concern. 
(Several other printing companies declined 
to comment.) “Every lottery knows that if s 
one scandal away from being shut down/' Dal¬ 
ton says. “If s a constant race to stay ahead of 
the bad guys." In recent years, Dalton says, 
the printers have become increasingly wor¬ 
ried about forensic breaking, the possibil¬ 
ity of criminals using sophisticated imaging 
technology to see underneath the latex. (Pre¬ 
vious forensic hacks have included vodka, 


which swelled the hidden ink, and the care¬ 
ful use of X-Acto knives.) The printers have 
also become concerned about the barcodes 
on the tickets, since the data often contains 
information about payouts. “We're always 
looking at new methods of encryption and 
protection," Dalton says. “There's a lot of 
money at stake in these games." 

While the printers insist that all of their 
tickets are secure—“We've learned from 
our past security breaches," Dalton says— 
there is suggestive evidence that some state 
lotteries have been gamed. Consider 2003 
payout statistics from Washington and Vir¬ 
ginia, which Srivastava calculated. (Many 
lotteries disclose claimed prizes on their 
websites.) In both states, certain scratch 
games generated payout anomalies that 
should be extremely rare. The anomalies 
are always the same: Break-even tickets— 
where the payout is equal to the cost—are 
significantly underredeemed while certain 
types of winning tickets are vastly overre¬ 
deemed. Take a blackjack scratch ticket sold 
by Virginia: While there were far too few $2 
break-even winners redeemed, there were 
far too many $4, $6, $10, and $20 winners. 
In fact, the majority of scratch games with 
baited hooks in Washington and Virginia 
displayed this same irregularity. It's as if 
people had a knack for buying only tickets 
that paid out more than they cost. 

According to Srivastava, that could well be 
what's happening. (The state lotteries insist 
that people simply forget to redeem break¬ 


even tickets, although it remains unclear 
why only some games show the anomaly.) 
“Just imagine if there were people who made 
a living off plundering the lottery," he says. 
“The first thing you'd want to do is avoid the 
losing or break-even tickets, which is why 
they're underreported. They're a waste of 
time. Instead, you'd want to buy only the tick¬ 
ets that made money. If there were people 
doing this, if there were people who could sort 
the winners from the losers, then what you'd 
see on the payout statistics is exactly what we 


see. This is what a plundered game looks like." 

I then ask Srivastava how a criminal orga¬ 
nization might plunder the lottery. He lays 
out a surprisingly practical plan for what he 
would do: “At first glance, the whole problem 
with plundering is one of scale," he says. “I 
probably couldn't sort enough tickets while 
standing at the counter of the mini-mart. 
So I'd probably want to invent some sort of 
scanning device that could quickly sort the 
tickets for me." Of course, Srivastava might 
look a little suspicious if he started bringing 
a scanner and his laptop into corner stores. 
But that may not be an insurmountable prob¬ 
lem. “Lots of people buy lottery tickets in bulk 
to give away as prizes for contests," he says. 
He asked several Toronto retailers if they 
would object to him buying tickets and then 
exchanging the unused, unscratched tickets. 
“Everybody said that would be totally fine. 
Nobody was even a tiny bit suspicious," he 
says. “Why not? Because they all assumed 
the games are unbreakable. So what I would 
try to do is buy up lots of tickets, run them 
through my scanning machine, and then try 
to return the unscratched losers. Of course, 
you could also just find a retailer willing to 
cooperate or take a bribe. That might be eas¬ 
ier." The scam would involve getting access to 
opened but unsold books of tickets. A poten¬ 
tial plunderer would need to sort through 
these tickets and selectively pick the win¬ 
ners. The losers would be sold to unwitting 
customers—or returned to the lottery after 
the game was taken off the market. 


At the moment, Srivastava's suspicions 
remain entirely hypothetical; there is no 
direct evidence that anybody has plundered 
a game. Nevertheless, there's a disturb¬ 
ing body of anecdotal evidence (in addi¬ 
tion to those anomalous statistics) that 
suggests that the games aren't perfect. 
Consider a series of reports by the Massa¬ 
chusetts state auditor. The reports describe 
a long list of troubling findings, such as the 
fact that one person cashed in 1,588 win¬ 
ning tickets between 2002 and 2004 for 
a grand total of $2.84 million. (The 
report does not provide the name of 
the lucky winner.) A1999 audit found 
that another person cashed in 149 
tickets worth $237,000, while the top 
10 multiple-prize winners had won 
842 times for a total of $1.8 million. 
Since only six out of every 100,000 
tickets yield a prize between $1,000 
and $5,000, the auditor dryly observed 
that these “fortunate" players would have 
needed to buy “hundreds of thousands to 
millions of tickets." (The report also noted 
that the auditor's team found that full and 
partial ticket books were being abandoned 
at lottery headquarters in plastic bags.) 

According to Massachusetts State Lot¬ 
tery officials, the auditor's reports have 
led to important reforms, such as requiring 
everyone who claims a prize over $600 to 
present government-issued identification. 
The auditor attributed the high number 
of payouts going to single individuals to 
professional cashers. These cashers turn 
in others' winning tickets—they are paid 
a small percentage—so the real winners 
can avoid taxes. But if those cashers were 
getting prepicked winners, that could be 
hard to uncover. “There've been quite a bit 
of improvements since we started iden¬ 
tifying these issues," says Glenn Briere, a 
spokesperson for Massachusetts auditor 
Joe DeNucci. “The problem is that when 
there's a lot of money involved, unscrupu¬ 
lous people are always going to be looking 
for new ways to game the system, or worse." 

Furthermore, the Massachusetts lottery 
has a history of dispensing large payouts to 
suspected criminals, at least in one Mass 
Millions game. In 1991, James “Whitey" 
Bulger, a notorious South Boston mob boss 
currently on the FBI's 10 Most Wanted Fugi¬ 
tives list—he's thought to be the inspira¬ 
tion for the Frank Costello character in The 
Departed —and three others cashed in a win- 


“Of course,you could also just find 
a retailer willing to cooperate ortake a 
bribe.That might be easier.” 
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ning lottery ticket worth $14.3 million. He 
collected more than $350,000 before his 
indictment. 

At the time, authorities thought Bulger 
was using the lottery to launder money: take 
illicit profits, buy a share in a winning lottery 
ticket, redeem it, and end up with clean cash. 
In this respect, the lottery system seems 
purpose-built for organized crime, 
says Michael Plichta, unit chief of 
the FBI's organized crime section. 

“When I was working in Puerto Rico, 

I watched all these criminals use 
traditional lottery games to clean 
their money," he remembers. “You'd 
bring these drug guys in, and you'd 
ask them where their income came 
from, how they could afford their 
mansion even though they didn't have a job, 
and they'd produce all these winning lottery 
tickets. That's when I began to realize that 
they were using the games to launder cash." 

The problem for the criminals, of course, 
is that unless cracked, most lotteries return 
only about 53 cents on the dollar, which means 
that they'd be forfeiting a significant share of 
their earnings. But what if criminals aren't 
playing the lottery straight? What if they have 
a method that, like Srivastava's frequency-of- 
occurrence trick, can dramatically increase 
the odds of winning? As Srivastava notes, if 
organized crime had a system that could iden¬ 
tify winning tickets more than 65 percent of 
the time, then the state-run lottery could be 
turned into a profitable form of money laun¬ 
dering. “You've got to realize that, for people 
in organized crime, making piles of money is 
one of their biggest problems," says Charles 
Johnston, a supervisory special agent in the 
organized crime section of the FBI. “If they 
could find a way to safely launder money with¬ 
out taking too big a loss, then I can guaran¬ 
tee you they'd start doing it in a heartbeat." 
There is no direct evidence that criminals are 
actually using these government-run gam¬ 
bling games to hide their crimes. But the cir¬ 
cumstantial evidence, as noted by the FBI, is 
certainly troubling. 

And then there's Joan Ginther, who has 
won more than $1 million from the Texas Lot¬ 
tery on four different occasions. She bought 
two of the winners from the same store in 
Bishop, Texas. What's strangest of all, per¬ 
haps, is that three of Ginther's wins came 
from scratch tickets with baited hooks and 
not from Mega Millions or Powerball. Last 
June, Ginther won $10 million from a $50 


ticket, which is the largest scratch prize ever 
awarded by the Texas Lottery. 

Perhaps Ginther is simply the luckiest 
person on earth. (She has refused almost 
all requests from journalists for comment.) 
While the lotteries are extremely rigorous 
about various aspects of security, from the 
integrity of the latex to the cashing of tick¬ 


ets at stores, the industry appears to have 
not considered the possibility of plunder¬ 
ing the games using the visible numbers on 
the ticket. For instance, when I contacted 
the North American Association of State and 
Provincial Lotteries, their security experts 
couldn't recall having heard of Mohan Srivas¬ 
tava or the broken Ontario games. This is one 
of the largest trade associations of lotteries 
in the world, and it had no recollection that 
at least a few of its games had been proven 
to be fatally flawed. 

And this is why the story of the crackable 
tic-tac-toe tickets has larger significance. 
“The lottery corporations all insist that their 
games are safe because they are vetted by 
outside companies," Srivastava says. “Well, 
they had an outside auditor approve the tic- 
tac-toe game. They said it couldn't be broken. 
But it could." Fundamentally, he believes that 
creating impregnable tickets is extremely 
difficult, if not impossible. “There is noth¬ 
ing random about the lottery," he says. “In 
reality, everything about the game has been 
carefully designed to control payouts and 
entice the consumer." Of course, these elab¬ 
orate design elements mean that the ticket 
can be undesigned, that the algorithm can 
be reverse-engineered. The veneer of chance 
can be peeled away. 

What's most disturbing, perhaps, is that 
even though Srivastava first brought these 
flaws to the attention of the authorities in 
2003, they continue to appear. A few months 
ago, Srivastava bought some scratch tickets 
at convenience stores in Toronto. He started 
out with a Bingo ticket, which featured an 
elaborate hook. After a day of statistical 
analysis, Srivastava was able to double 


his chances of choosing a winning ticket. 
(Normally, 30 percent of the tickets feature 
a payout—he was able to select winners 
approximately 60 percent of the time.) “That 
might not sound very impressive, since I'm 
still going to buy plenty of losers," Srivas¬ 
tava says. “But it's a high enough percentage 
that one could launder money effectively." 


In one of his most recent trials, conducted 
at the request of wired, Srivastava iden¬ 
tified six unscratched tickets as probable 
winners out of a set of 20 cards. If the tick¬ 
ets were uncrackable, approximately two 
of them should have been winners. Instead, 
Srivastava ended up with four. The odds of 
this happening by chance are approximately 
one in 50. And yet he's done it multiple times 
with a variety of Bingo and Super Bingo 
games. (An Ontario Lottery spokesperson 
says they're unaware of the issue.) 

How did he do it? He used a version of the 
frequency trick. The number of times a digit 
appeared on the baited hook revealed cru¬ 
cial information about the bingo numbers 
underneath the latex coating. Srivastava 
could tilt the odds in his favor, like a gam¬ 
bler counting cards in a casino. 

The fact that these games can be manip¬ 
ulated, that a geological statistician can 
defeat their algorithm, seems to undercut 
a crucial part of the lottery's appeal. Every¬ 
body knows that the chances of winning a 
big payday are minuscule, a tiny 1 in front 
of an awful lot of zeros. But we play anyway, 
because hope is an irrational hunch. We 
assume that, even if the odds are stacked 
against us, we might get lucky. Today might 
be the day. And then, when the latex reveals 
a stack of losers, when we've lost our money 
yet again, we blame the fickleness of fate. 
But maybe our bad luck isn't the problem. 
Maybe we never win because someone else 
has broken the game. ED 
//////////////////m 

Contributing editor jonah lehrer 
(jonah.lehrer@gmail.com) wrote about 
the new science of stress in issue 18.08. 


“That’s when I began to realize that 
the drug guys were using the games to 
launder cash,’’one FBI agent says. 
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Stumped by this puzzle? The answer is on our website 
One of the Largest 

Custom Mobile App Developers in the World 

iPhone iPad Blackberry Android 

WebOs Symbian Windows Phone Palm Pre 

Digital Marketing & Custom Backend Software 
.Net Java PHP ColdFusion 
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online learning academy. 
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Shadowy figures that helped get 
this issue out: Airline ticket price hikes; 
SunChips’ new compostable bag; the elu¬ 
sive Ulysses Butterfly of Queensland; A1 
Swearengen from Deadwood; Daphne; one 
man’s beautiful, dark, twisted fantasy; pre¬ 
dawn swims at Aquatic Park; Offenbach’s 
Orphee aux enters) Michael Rooker in The 
Walking Dead) tricky workarounds to make 
iPad magic; Gregg Gillis; the parents’ Space- 
halls- ian five-digit Wi-Fi password; Dave 
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Lorre as Joel Cairo; every air-traffic con¬ 
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1&1® WEB HOSTING 


"I have been hosting my website with 1&1 for 
several years now and have had great customer 
service and exceptional server reliability/' 

Isaac Chenevey, www.agilisfitness.com 
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internet 




‘Offers valid for a limited time only. 12 month minimum contract term applies for web hosting offers. Setup fee and other terms and conditions may apply. Mobile software selection dependent on hosting 
package and requires a Windows PC. Domain offers valid first year only. After first year, standard pricing applies. Visit www.landl .com for full promotional offer details. Program and pricing specifications 
and availability subject to change without notice. 1&1 and the 1&1 logo are trademarks of 1&1 internet AG, all other trademarks are the property of their respective owners. © 20111&1 Internet, Inc. All rights reserved. 
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We're committed to hosting your site with 
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Predict What’s Next What do you think our world will look like in IQ, 20, or 100 years? 
Each month, we propose a scenario and ask for your help. Sketch out your vision, then go to 
wired.com/magazine/found to upload your ideas. We’ll use the best suggestions as inspiration 
for a future Found page (crediting the contributors, of course). This month’s kudos go to Chris 
Neumann, TripleJ, jgombarcik, John Tidball, cybersox13, Lady Sky Pirate vs killer Airborn Kitty, 
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Anonymous, and Jen_Banana. Your next assignment: Imagine the future of wanted posters 
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